Ministry of Higher Education and
Scientific Research
University of Mosul
College of Computer Science and
Mathematics
Department of Computer Science

Enhancing Homomorphic Encryption
for Privacy Service in Cloud
Computing
A Thesis Submitted to the Council of the College of
Computer Science and Mathematics
University of Mosul
as a Partial Fulfillment of Requirements

for the Degree of Doctor of Philosophy in
Computer Science

By

Saja Jasem Mohammed Kado

Supervised by
Prof. Dr. Dujan Basheer Taha

2022 A.D. 1443 A.H.



Abstract

Homomorphic encryption is one of the most popular
technologies that assist in keeping the confidentiality and privacy of user
data on cloud computing storage. It has the ability to apply a mathematical
operations on the ciphertext and return the same result when applying the
same operation on the plaintext. Paillier's cryptosystem is one of the partial
homomorphic encryption algorithm that used to ensure data privacy in
cloud storage. Paillier cryptosystem suffers from some drawbacks that
makes some researchers avoid it. One of these drawbacks is its bottleneck,
which appears clearly in the decryption process and affects its performance
due to the delay that is caused, especially when deals with large amount of
information.

This thesis offers solutions to the problem of the Paillier
cryptosystem (using Python 3.8 programming language) that operates to
improve its performance. As well, it adds other levels of secrecy to increase
the strength of the algorithm. The improvements have adopted several
directions and formed four proposed algorithms to improve the
performance of Paillier algorithm. EPEA-1 is the first version, and it was
designed to improve the security of the Paillier cryptosystem. It enhances
the original Paillier method by selecting the best-expected key to utilize in
the process and scattering the resulting ciphertext using a proposed
technique based on chaotic system. EPEA-2 was designed to enhance
algorithm speed by utilizing many collected concepts. EPEA-3 is a hybrid
of the two preceding versions (EPEA-1 and EPEA-2). It combines the extra
secrecy and the time speed up in a single algorithm to produce a fast and
strong new method. Last but not least, EPEA-4 eliminated the delay
produced by long key pairs, which reflects on the time of decryption and
exacerbates the bottleneck problem of the original Paillier. One of the
proposed algorithms (EPEA-3) was chosen to be used in the development
of a cloud-based system for managing a secure Electricity Bills Payment
Management System (EBPMS). It has been practically and effectively
applied on a real cloud.

The proposed algorithms were tested by a number of measures to
determine the efficiency of the proposed algorithms. According to the
results of the test, EPEA-1 algorithm achieves (in various cases) a



randomness p-value (0.0590) as a minimum and a negative correlation
(0.1242) as a worst-case, which proved the high randomization occurred to
the ciphertext. When time reduction is taken into consideration, results
showed that the proposed algorithms EPEA-2, EPEA-3, and EPEA-4
achieved the desired goal of decryption time reduction, EPEA-2 and
EPEA-3 in key size less than 1024 bit, and EPEA-4 in larger key sizes up
to 4kb. In key size 265 (for example) the decryption time in EPEA-2 and
EPEA-3 was 0.001sec, whereas it was in EPEA-4, 6.83 e-05 sec (with 4
primes). EPEA-3 can be the best-proposed algorithm because it achieves
secrecy with low consumed time, which can qualify it for use in practical
implementations to secure the cloud storage.
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