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Abstract

Wireless sensor networks have emerged as a significant source for the study
and analysis of data from the environment. These networks are deployed in harsh
and inaccessible environments with the purpose of monitoring their respective
surroundings, and generating observed readings, for delivery to a centralized
entity, for further data analysis. Sensors nodes are tiny devices with limit available
resources for performing all their sensory operations, and be sustained for their
entire lifetime. Applications of wireless sensor networks such as battlefield
monitoring and bushfire monitoring are mission-critical in nature. The timeliness
and accuracy in the delivery of the sensory data affects several mitigation efforts
that may be launched upon successful detection of a particular event in the
environment. Therefore, it is essential to protect such networks from malicious
attacks that may be launched by the adversary-class, with the intent of causing loss
to the network operations.

Denial of Service attacks are defined as attacks launched from multiple ends
of a wireless sensor network towards a set of legitimate sensor nodes, with the
intent of exhausting their limited energy resources. These attacks can be
significantly affect the performance of the network, and eventually lead to
complete compromise of all sensor nodes of the network. The consequences of
such an attack, if left undetected, can be catastrophic to the operations of the entire
network.

In this study, we model denial of service attack detection as a pattern
recognition problem, and propose techniques for detecting such attacks. It is
implemented in the Low Energy Adaptive Clustering Hierarchy protocol and
applies simulation in NS-2. Artificial Immune Recognition System model and
compared it with other artificial algorithm using WEKA by made training and
testing strategy for classification. Experiment provided that we get best accuracy
from applying AIRS Parallel algorithm. We get ZAA,YoY accuracy when applying
the algorithm on the training data and ZA9,YY) when applying the algorithm on the
testing data.



