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Abstract

Cloud computing has now become widespread in different fields,
including medical, scientific, and business. Each type meets different needs
and according to the purpose designed for it. The most important purpose in
the selection process is the security of the data that will be used in the cloud.

Deep learning is one of the most important techniques based on
artificial intelligence. It has become widespread at present, because of its
high efficiency and flexibility, which conform according to training data
rules. This technology has been used to preserve the security of the data
inside the cloud. Through this technology, you will get a highly secured and
unapproachable cloud, only by real permission.

This thesis provides solutions to the problems of authentication, which
often causes problems for the cloud user if it falls into the hands of the wrong
person where it is possible to exploit the account for the wrong purposes.

For this purpose, a private cloud was designed, and authentication was
done through deep learning using Python 3.10 language. Deep learning
algorithms were applied to a real cloud. It was designed and made to have
the same characteristics, as any currently used cloud, but with security
additions. Important and serious steps have been taken to ensure that the
person who owns an account within this cloud is the same authorized person,
and no one else can use it. The client’s account will remain secured and not
subject to impersonation through deep learning algorithms. To log in to the
cloud, two techniques are used. The first one is face detection for each image
captured for use and the second one is recognition of the liveliness of the
image sent for matching to detect if it is a live image or not. If this condition
is achieved, only the account owner can open and use the cloud. In this thesis,
we opened a way to verify the identity of the user. Moreover, action is taken
against any person who tries to use an account that does not belong to him
by blocking and taking pictures of the attacker.

To conclude, we obtained a very strong authentication through the use
of the proposed system. In this way, whoever tries to log in must have the
username, password and face matching. This results in achieving a very high
speed which in turn does not constitute a burden on the customer. On average
the time spent does not exceed more than two seconds. The threshold of the
liveliness of the image was 0.3. If it was less than this, it is not considered to
be life. The threshold of face difference was 0.49 to give an allowable
amount that might be recorded in case of a slight change or low light.
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