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Abstract

Cyberspace is a complex environment consisting of heterogeneous
technologies (i.e., Cloud Computing, Fog Computing, Internet of Things and
so forth) resulting from interacting services, software and people on the
Internet. It allows users to interact, share information, swap ideas, engage in
social or discussion forums, play games, and conduct business, among many
other activities. The biggest challenges facing cyberspace today are Cyber-
attacks, which affect security and privacy services. However, many
traditional security mechanisms provide protection and security services to
solve these issues. Therefore, many researchers have been focused on
solving security and privacy issues by integrating emerging technologies like
(Artificial Intelligence, Blockchain, Cloud Computing, and Deep Learning).

Consequently, this thesis depended on the similar ideas above by
proposing a Lightweight Intrusion Detection Model (LIDS-IoT) based on
Deep Learning and Blockchain technologies provide a highly secure,
authenticated, detection, and scalability in an IoT environment. The
development of the proposed model passed through three stages.

The first stage includes developing Lightweight Intrusion Detection
(LID) model based on a Sequential Multi-Layer Perceptron (MLP) Model.
LID has the following characteristics lightweight, high accuracy, high speed
in detection, and deals with a few features in Message Queuing Telemetry
Transport (MQTT) protocol. The MQTTset dataset is utilized in training,
validating, and testing the model. The achieved performance ratios of the
proposed LID are measured by a number of features, accuracy and F1-score.
The results of the experiments are as follows: for the balanced MQTTset
dataset, the number of obtained features was 15 with accuracy (95.06) and
Fl-score (95.31). The number of obtained features for the unbalanced
MQTTset dataset was 12 with accuracy (96.97) and Fl1-score (96.80). The
obtained results have shown the efficiency of deep learning in improving the
accuracy of an intrusion detection model by approximately 3.5% compared
to other methods in the literature. In addition, the proposed methods reduced
the number of features by around 50% of the total number of features,
producing a LID model that can operate in a constrained environment.
Moreover, the Rule-based strategy has been used to construct the signatures
for attack classification to reduce the False Positive rate.

The second stage comprises deploying the developed LID model over
the private network based on blockchain technology, which aims to eliminate



the issues of centralized detection methods, achieve scalability and authority.
This process is achieved by implementing and designing a Lightweight,
Practical Byzantine Fault Tolerance (LPBFT) consensus algorithm that
improves the conventional (PBFT) algorithm. The obtained advantages of
implementing the proposed LPBFT are a simpler message structure, does not
need a primary server, low computation time, and consists of just two stages
(request and reply). That makes it workable efficiently in IoT networks. Two
scenarios have been applied to evaluate the performance of the LPBFT
algorithm. In each scenario, one of the blockchain nodes is selected as a
trainer, and the rest consider clients.

In the final stage, a LIDS-IoT (LID with the Classification Rules) is
applied in a real physical environment (Raspberry Pi 4B). Four scenarios
(Normal traffic with no attack, Malformed data attack, Bruteforce attack, and
Slowite DoS attack) have been done to evaluate it. The experimental results
have shown that the proposed LIDS-IoT has the ability to detect and classify
three of five MQTT Broker attacks.

As a result, the proposed LIDS-IoT is one of the techniques producing
acceptable performance in providing privacy and security services for the
IoT environment.
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