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Abstract

The massive expansion of cyberspace, the increasing reliance on digital
transactions, and the proliferation of network-connected devices have led
to an unprecedented rise in the volume and complexity of cyber threats. To
address these threats, Intrusion Detection Systems (IDS) have emerged as
a critical line of defense for protecting data and digital infrastructures.
However, traditional systems based on centralized machine learning face
fundamental challenges related to violations of users’ data privacy.

In this context, Federated Learning (FL) has emerged as a promising
solution, allowing models to be trained collaboratively without transferring
raw data, thereby enhancing data privacy and network security.
Nevertheless, the direct application of federated learning faces real
challenges, the most notable being statistical data heterogeneity (non-1ID)
among clients and vulnerability to adversarial attacks such as poisoning
attacks, which aim to corrupt the federated global model.

This thesis proposes a novel and effective federated intrusion detection
system, termed FedID, designed to operate efficiently in realistic
environments characterized by non-IID data distributions and the presence
of malicious clients. The proposed system relies on an advanced defensive
architecture that combines a reputation-based client selection mechanism
with a performance-weighted aggregation algorithm, aiming to assess the
reliability of client contributions and effectively mitigate the impact of
malicious updates during the learning process. In addition, a one-
dimensional Convolutional Neural Network (1D-CNN) classifier is
adopted as the core model for network feature extraction and classification.

To evaluate the performance of the proposed system, a series of
extensive experiments was conducted using three benchmark datasets
(NSL-KDD, NF-BoT-10T-V2, and iinSDN) under three different
experimental settings to simulate diverse realistic scenarios. The
performance of FedID was compared against baseline federated systems
based on the standard FedAvg algorithm and the FedProx algorithm, which
is tailored for non-IID environments.

The experimental results demonstrate that the proposed FedID system
outperforms the reference approaches in terms of accuracy, performance
stability, and convergence speed, maintaining a high performance level
exceeding 98% even in adversarial environments with heterogeneous data
distributions.
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