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Abstract

Steganography is embedded technique that hides the message in a
digital medium for the purpose of safely transferring the message. It is
one of the most important and promising topics in data security, which is
becoming increasingly popular.

The use of lightweight Steganography techniques has been applied
in smart device systems, as well as the design and implementation of
lightweight Steganography technology capable of working efficiently in a
smart phone work environment, using the LSB algorithm known for its
work and suggesting some additions to it In a way that does not affect the
speed of processing or the use of memory, it also provides space to hide a
large secret message with a noticeable effect on the cover in relation to
the size of the cover used.

Several additions and modifications have been made to the LSB
algorithm, including: suggesting a coding process for Bits for the purpose
of increasing randomness and making a statistical distribution unrelated
to the original message, the process Steganography using LSB allows the
use of several Bits of less important bits per Pixel, a distribution of the
hiding Bits within the one Pixel has been made with different
distributions, which makes repeated Steganography data useless to
attackers.

Various measures (MSE, PSNR, BER, SSIM) were adopted for the
purpose of measuring the quality and efficiency of the proposed
algorithm through several experiments including cover image sizes in
different dimensions with a variety of data for confidential messages.



