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Abstract

In the era of rapid technological advancement, network
communication efficiency has become crucial to meet the requirements that
make data transmission more effective and efficient. As this process
primarily focuses on routers, optimizing their operation to function
efficiently has become essential. This thesis presents the design and
implementation of a new intelligent routing model that leverages machine
learning techniques to enhance performance and adaptability for traffic
management.

Traditional routing protocols, such as Routing Information Protocol
(RIP), Border Gateway Protocol (BGP), and Open Shortest Path First
(OSPF), often struggle with dynamic network conditions, resulting in
suboptimal performance and increased latency. To address these challenges,
we propose a machine learning-based approach that dynamically adjusts
routing decisions based on real-time network data.

The proposed routing model integrates supervised and unsupervised
learning methods to predict network congestion and select optimal paths.
The model is trained using historical network data and includes key
parameters such as latency, bandwidth, packet loss, congestion, jitter,
reliability, energy efficiency, and cost, aiming for comprehensive network
performance improvement. The model was implemented using Python.
Results from the study show that the Q-Learning algorithm outperforms
traditional routing protocols (OSPF and BGP) in several performance
metrics, especially in dynamic and complex networks. It achieved a 30.7%
reduction in response time compared to BGP, reduced packet loss by
20.5%, decreased congestion by 27.6%, and lowered operational cost by
22.3%.

On the other hand, OSPF maintained its superiority in response
time across all experiments, recording the lowest value at 3.74
milliseconds, along with lower cost and energy consumption in smaller
topologies. Meanwhile, BGP showed remarkable performance in
bandwidth, achieving the highest value of 6.12 Mbps, making it suitable for
static networks requiring heavy data transmission. Consequently, it can be
concluded that Q-Learning is the best choice for dynamic networks and
applications sensitive to quality of service, while OSPF and BGP are more
suitable for static environments with traditional performance requirements.



