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Abstract

Networks technology known as software defined networks considered one
of the most modern technologies that has been applied in the last years,
which had a good rule in developing internet networks, but the need to
secure these networks become more argent than before, due to the risks
they are exposed to by potential attackers, they use attacks such as DDOS
attack and other attacks. In this thesis, a programmatically defined network
topography was built and the reality of a DDOS attack was simulated on
one of the connected computers that was considered as a victim computer,
and DDOS attacks were detected using the (support vector machine (SVM)
algorithm). and it is one of Machine learning algorithms and techniques
were also used to mitigate these attacks, namely, a deep packet inspection
for a previously collected data set by researchers in the same field, and also
attached two types of controllers used in these networks, namely the POX
controller and the RYU controller, and the network performance was
compared by measuring the throughput and round-trIP time and comparing
the performance of the controllers. The thesis concluded that RYU was
chosen as the controller for the study, as it is better in terms of throughput
and round-trIP time in the case of the load attack. Round trIP 1218.,442
milliseconds when using RYU Controller, While the throughput was about
2107 bits/sec when running the simulation for 5 minutes for normal load,
while the round-trIP time was 13175 milliseconds when using the POX
controller, and a Python code was used to measure the accuracy and the
detection rate of the attack, where the accuracy value of the test data was

91.8% in While the detection rate is 100% and the false alarm rate 1s 0%.



