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Abstract

The study sought to build an integrated theoretical and applied framework that clarifies the
nature of the interactive relationships between digital leadership capabilities and digital maturity in the
university environment, through analyzing the impact of digital leadership capabilities, with their
dimensions—mental, behavioral, cultural, and technological—on enhancing the dimensions of digital
maturity represented by the beneficiary, technology, strategy, and culture. This framework is based on
employing cybersecurity awareness as a mediating variable that contributes to explaining the mechanisms
through which the effect is transferred between the variables, through its dimensions—strategy, culture,
behavior, and perception—in a way that enhances the effectiveness and sustainability of digital
transformation.

Moreover, the proposed framework integrates the moderating role of psychological empowerment,
with its dimensions—meaning, competence, autonomy, and impact—in reshaping the strength and
direction of the relationships between digital leadership and digital maturity. Thus, the study is not limited
to testing traditional causal relationships; rather, it goes beyond that toward presenting a comprehensive
applied model that links leadership, technical, and behavioral dimensions, and provides a scientific basis
that can be relied upon in developing leadership practices and enhancing universities’ readiness to
strengthen digital maturity.

Accordingly, the study aimed to formulate a clear conceptual framework for its four variables,
analyze the nature of the causal relationships among them, as well as build and empirically test an integrated
hypothetical model, with the aim of diagnosing the reality of the fiecld under investigation and reaching
practical conclusions and recommendations that are applicable.

Six universities—Mosul, Northern Technical, Nineveh, Al-Hadba, Alnoor, and Al-Qabas—were
selected as the field of the study, as they represent a rich educational environment through which the
variables can be tested. The sample consisted of 380 academic leaders at multiple administrative levels,
starting from the university presidency and extending to heads of scientific and administrative departments
and division officials. The researcher adopted the descriptive analytical method in this study due to its
suitability to the nature of the research and its ability to achieve its objectives in testing the hypothesized
relationships among the variables. The questionnaire was also adopted as the main tool for collecting data
and measuring the study variables.

The results of the descriptive analysis and statistical tests showed the existence of statistically
significant effect relationships among the variables, with a direct effect of digital leadership capabilities
emerging in enhancing digital maturity. In addition, the mediating effect of cybersecurity awareness in the
relationship between digital leadership capabilities and digital maturity in the universities under study was
confirmed. Furthermore, the moderating role of psychological empowerment was demonstrated, as it
contributes to modifying the effect relationship between digital leadership capabilities and digital maturity.
Therefore, the study proposes urging leaders to manage work teams and integrate cultural values with
strategies.

Keywords: Digital leadership capabilities; digital maturity; cybersecurity awareness; psychological
empowerment.
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GRAPHICAL ABSTRACT

The study sought to build an integrated theoretical and applied framework that clarifies the nature of the
interactive relationships between digital leadership capabilities and digital maturity in the university environment,
through analyzing the impact of digital leadership capabilities, with their dimensions—mental, behavioral, cultural, and
technological—on enhancing the dimensions of digital maturity represented by the beneficiary, technology, strategy, and
culture. This framework is based on employing cybersecurity awareness as a mediating variable that contributes to
explaining the mechanisms through which the effect is transferred between the variables, through its dimensions—
strategy, culture, behavior, and perception—in a way that enhances the effectiveness and sustainability of digital
transformation.

Moreover, the proposed framework integrates the moderating role of psychological empowerment, with its
dimensions—meaning, competence, autonomy, and impact—in reshaping the strength and direction of the relationships
between digital leadership and digital maturity. Thus, the study is not limited to testing traditional causal relationships;
rather, it goes beyond that toward presenting a comprehensive applied model that links leadership, technical, and
behavioral dimensions, and provides a scientific basis that can be relied upon in developing leadership practices and
enhancing universities’ readiness to strengthen digital maturity.

Accordingly, the study aimed to formulate a clear conceptual framework for its four variables, analyze the nature
of the causal relationships among them, as well as build and empirically test an integrated hypothetical model, with the
aim of diagnosing the reality of the field under investigation and reaching practical conclusions and recommendations
that are applicable.

Six universities—Mosul, Northern Technical, Nineveh, Al-Hadba, Alnoor, and Al-Qabas—were selected as the
field of the study, as they represent a rich educational environment through which the variables can be tested. The sample
consisted of 380 academic leaders at multiple administrative levels, starting from the university presidency and extending
to heads of scientific and administrative departments and division officials. The researcher adopted the descriptive
analytical method in this study due to its suitability to the nature of the research and its ability to achieve its objectives
in testing the hypothesized relationships among the variables. The questionnaire was also adopted as the main tool for
collecting data and measuring the study variables.

The results of the descriptive analysis and statistical tests showed the existence of statistically significant effect
relationships among the variables, with a direct effect of digital leadership capabilities emerging in enhancing digital
maturity. In addition, the mediating effect of cybersecurity awareness in the relationship between digital leadership
capabilities and digital maturity in the universities under study was confirmed. Furthermore, the moderating role of
psychological empowerment was demonstrated, as it contributes to modifying the effect relationship between digital
leadership capabilities and digital maturity. Therefore, the study proposes urging leaders to manage work teams and
integrate cultural values with strategies.

Keywords: Digital leadership capabilities; digital maturity; cybersecurity awareness; psychological
empowerment.
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