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Abstract

As a result of significant advances in communication technology,
distribution, and development of various types of smart mobile devices.
Smartphones have become one of the most important used devices worldwide.
This is, in fact, due to the significant advances in: communication technology,
mobility, and the development of various types of these devices. They have
been used for communication, entertainment, navigation, etc. Smartphones are
usually integrated with navigation systems such as The Global Positioning
System (GPS). As a result, the location of smartphone users can be determined
via such systems. The security of transmitting information over mobile phone
networks is an issue by itself. This thesis proposed a system that integrates the
location of  smartphones obtained via GPS with steganography for
transmitting confidential information, and encryption was used to improve
security.

The idea of proposed system was new, the application was
implemented and good results were obtained. Steganography is a method of
securely transmitting a secret message by embedding it in a digital
cover(image). The process of converting text into unreadable text is known as
cipher. In this thesis, the Twofish algorithm is used to encrypt confidential
information. When sending the coordinates, the RSA algorithm is used to
encrypt them. For the Twofish algorithm, the coordinates serve as a key. The
proposed method for embedding text in the cover image was used, and as a
result of combining steganography and encryption based on the mobile user's
location coordinates, the system became more flexible and secure.

To evaluate the system, a number of measures of image quality
were used such as Mean Squared Error (MSE), Peak Signal to Noise Ratio
(PSNR), Structural Similarity Index Measure (SSIM), and Normalized Cross-
Correlation (NCC). When encrypting the text and embedding it in the cover
image, the best value of the MSE amounted to 0.0022, and the PSNR the best
value reached 86.2330 dB, while both the SSIM and the NCC had the same
results equal to 0.9999 in all images and the best value of execution time of
the embedding process reached to 14 ms and the best value of execution time
of the extraction process reached to 20 ms. As a result of this integration, the
proposed system showed more flexibility and a high level of security. Finally,
this work provided the ability to send the masking image directly from the
application that was built and through the technologies available on mobile
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devices, and then receive and retrieve it successfully with the second receiving
party. The proposed system was programmed using the Java language via the
Android Studio platform.
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