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Abstract

Over the past years, the number of cyber attacks has increased all
over the world, which has increasingly affected networks, systems and
companies, and this damage is rising every year. Recently, researchers and
companies have developed cybersecurity risk assessment frameworks in
order to identify, quantify, and prioritize cyber risks and minimize their
impact. However, traditional approaches often struggle to find indicators
of unexpected cyber risks, which limits the ability to make accurate risk
assessments.

In order to assess the cybersecurity risks in this message, two types
of risk data were generated: data risk 3 level (dr31), data risk 5 level (dr51),
each type generated 4 totals, and data was also collected from (vuldb) and
from Then build a tool to assess these risks using algorithms Light Gradient
Boosting Machine(LGBM), Logistic Regresion (LR), Random Forest (RF)
, eXtreme Gradient Boosting (XGBoost), CatBoost, Multi-Layer Percetron
(MLP), a hybrid model using the stack which consists of LGBM and LR
algorithms.

A normalization process was performed for the data and then risk
assessment using the tool models and calculating evaluation measures
(Acuracy, Precession, Recall, F1-Score, Confusion Matrix) based on esti-
mated evaluation, real evaluation, comparison between models and high-
lighting the best among the models for each set of data groups.

A comparison was made between the tool models using evaluation
scales for each data set to clarify the model that gives the best performance.
In the dr31 data set, the best performance was for the MLP artificial neural
network, as the Accuracy was 99.84%, while in the dr51 data set, the best
performance was for the LGBM light gradient enhancement machine algo-
rithm. The accuracy was 99.74%, while the data vulnerability data set had
the best performance for the CatBoost algorithm, as the accuracy was
99.38%.

The performance of the tool's models was also compared with previ-
ous work that used the same metrics with the same 50,000-sample data set



that included four models (Decision tree (DT), K-Nearest Neighbors, and
Support vector machine(SVM) , MLP), and the results showed the supority
of the tool models over previous work models according to the evaluation
scales (Accuracy, Precession, Recall, F1-Score, Confusion Matrix)..



