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Abstract

Recently , client user became the main target for attacks and
attackers as well, that fact the knowing the adversary believe that the end
user is the weakest link in the security chain. Traditional honeypots and
security tools are not effective against these new attacks. Therefore, client
honeypot has appeared as new technology to supplement the existing
protection tools. Client honeypot is a honeypot actively searches for
malicious sites on the web.

The thesis aims to investigate comprehensively all Honeypots
types also design and implementing a client Honeypot to detect FTP
malicious websites .The honeypot designed in this study has the ability
to detect multiple types of known Trojan horse virus files. A signature
database of various types of Trojan horse viruses was built to detect
many types viruses located within the FTP Websites to study their
properties and some of their behaviors .

The proposed client honeypot adopted both Static and Dynamic
Analysis techniques . The Static analysis is based on the fixed signature
technique and reverse engineering tools ( the Ollydbg tool in this study)
to analyze the virus files . The Dynamic analysis technique based on
checking the operating system's Registry files after running the virus.
The results showed that the proposed honeypot can be used to check
the files in any FTP service provider and it is capable of distinguishing
between the malicious and benign files. The use of the (Boyer-More)
algorithm in the signature technique resulted in high implementation
speed of especially with long signatures when compared with the other
matching algorithms while the reverse engineering tools resulted in a

thorough analysis of the malicious program file.



