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Abstract

With the use of modern technologies such as the Internet of Things, cloud
computing, and social networks, massive numbers of network traffic and data are
generated. So there is an essential need for intrusion detection systems for the
safety net that control and manage the network and analyze the frequent incoming
traffic. In this paper, three algorithms and an NSL-KDD dataset were used to
calculate the accuracy of the machine learning algorithms of the Intrusion
Detection System. The number of features was reduced and a set of more
important features was identified in order to find the best accuracy among the
algorithms used and reduce the percentage of positive errors by identifying
features using Recursive Feature Elimination (RFE) and ANOVA F test. We have
designed an Intrusion Detection System (IDS) that uses machine learning
algorithms, namely (RF) Random Forest, Support Vector Machine (SVM), and K
Nearest Neighbor (KNN) to classify each type of attack. The comparison showed
model performance before and after feature selection for Random Forest, K
Nearest Neighbor (KNN) and Support Vector Machine SVM algorithms. We have
also introduced Confusion Matrix and an intrusion detection model designed using
all three algorithms to detect all attacks and compare performance before and after
feature selection.
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