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Abstract

The Internet of Things (I0T) is a fastly growing network of connected things
and people that utilize sensors and actuators to collect and share data. Most of the
[oT applications are real-time applications that are meant for monitoring critical
cases that require timing, reliability, and accuracy, and data delivery for example in
fire detection, smoke detection, health monitoring, intrusion detection applications,
where a delay or jitter in the network delivery is not acceptable. These applications
would impose further challenges and the need for specialized standards and
communication protocols to handle the strict delivery deadline and diversity of

application requirements.

In this Thesis, a novel routing protocol that can meet the criteria of real-time
applications in [oT networks is developed. As the current well-known and most
common efficient routing protocol for [oT is the Routing Protocol for Low power
and lossy networks (RPL), the proposed solution is based on modifying and adding
to it to make it perform better in satisfying the real-time requirements while keeping
all the good futures of RPL. Consideration was taken to keeping the protocol light-
weighted to avoid causing overhead on the constrained loT devices and consuming

extra time or power.

The proposed Real-Time RPL Protocol (RT-RPL) is designed as a multi-step,
cross-layers routing solution for real-time applications in IoT networks. The first
step 1s the classification of network traffic based on the traffic requirements into
three types of traffic, hard real-time where delay and reliability are of value, soft
real-time with reliability and some degree of delay tolerance, and non-real-time with
no constraints, to be handled differently in order to meet the different criteria. In the
second step, a new Objective Function (OF) was designed for each type of traffic,

by combining multiple metrics in each OF, the new OFs are used in the Destination-



Oriented Directed Acyclic Graphs (DODAG) build process for parent selection,
where a multi-topology approach was used to build three RPL Instants for each
DODA, one for each traffic type. In this way, the route selection is based on the
criteria of each traffic type. In each device, a three-headed virtual queue was utilized
to separate the different traffic types and give different transmission and packet drop
priority for each traffic type. Finally, different packet scheduling algorithms are used

for scheduling the packets in each queue, and between the three queues.

Cooja simulator under Contiki Operating System (Contiki OS) was used to
implement the new protocol with many scenarios and setups. A comprehensive and
comparative result analysis was carried out. In general, all tested metrics showed
that the proposed RT-RPL protocol can offer much better and more stable results
under high traffic and large-scale networks, with different link quality compared to
the default RPL protocol. The result also showed that for hard real-time traffic, the
performance of RT-RPL was stable and the effect of traffic load and scalability is
barely affected it, as the end-to-end delay of hard real-time with minimized and the
reliability for both real-time types of traffic was maximized in the form of higher
Packet Delivery Ratio (PDR) and lower packet loss rate under different network
conditions. Even for the non-real-time traffic, RT-RPL showed a big rise in
performance compared to the original RPL. Additionally, the Overhead of the novel
protocol was analyzed and the results show that RT-RPL has lower control overhead

than RPL with an extended network lifetime.
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