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Abstract

The fast expansion of the internet has led to the fact that Android
smartphones have become widely used around the world among various users
based on their work, age, and interests, because digital services are easier to
access than ever before, which increases the probability to be attacked.

The main problem is that attackers have become increasingly profitable,
motivating them to develop more malware to hack internet users. Antivirus and
antimalware software often fail to detect new versions of malware due to the
limitation in their detection methods. Furthermore, the lack of knowledge among
many users makes them an easy victim for attackers.

The most important objective of this thesis is to develop a powerful tool
that enables users to analyze and detect APK and XAPK files for possible threats,
by examining the app permissions and monitoring app behavior during the
running in a controlled emulator environment.

Two new datasets were created by using static and dynamic analysis for
400 APK samples. After feature selection, three machine learning algorithms
were used: Random Forest, Support Vector Machine, and Decision Tree. Three
models were trained and tested on a balanced dataset of 400 Android applications,
which were collected from the internet. In classification, RF showed the best
performance with 95.83% accuracy in static analysis and 92.50% in dynamic
analysis. The tool was tested on a public dataset from Kaggle gives better results
with 98.58% accuracy in Kaggle dataset, which ensures the proposed tool's
performance.

The proposed tool was designed and implemented in Python with a simple
graphical user interface (GUI) that is easy for users to operate. It has the ability
to predict and detect new Android malware applications which is not included in
the dataset samples and have not been trained previously. One of the future works

is to upload the tool to the cloud for access scalability.
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HIGHLITS

GRAPHICAL ABSTRACT

. Developed an intelligent tool for automatic detection
and analysis of Android malware using static and dynamic
analysis techniques.

. Created two custom datasets (static & dynamic)
from 400 APK samples including permissions and
runtime behavior.

e  Implemented three ML classifiers (Random Forest,
SVM, Decision Tree) to classify apps as benign or
malicious.

e  Achieved 95.83% accuracy in static analysis,
92.50% accuracy in dynamic analysis, and 98.58%
accuracy on Kaggle dataset.

. Designed a user-friendly GUI enabling users to
upload, analyze, classify, and visualize results easily.

e  Tool can detect previously unseen malware apps
beyond the training dataset.

e Proposed future deployment of the tool on the cloud
for scalability and continuous updates.
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ABSTRACT

The fast expansion of the internet has led to the fact that Android
smartphones have become widely used around the world among
various users based on their work, age, and interests, because digital
services are easier to access than ever before, which increases the
probability to be attacked.

The main problem is that attackers have become increasingly
profitable, motivating them to develop more malware to hack internet
users. Antivirus and antimalware software often fail to detect new
versions of malware due to the limitation in their detection methods.
Furthermore, the lack of knowledge among many users makes them
an easy victim for attackers.

The most important objective of this thesis is to develop a powerful
tool that enables users to analyze and detect APK and XAPK files for
possible threats, by examining the app permissions and monitoring
app behavior during the running in a controlled emulator environment.

Two new datasets were created by using static and dynamic analysis
for 400 APK samples. After feature selection, three machine learning
algorithms were used: Random Forest, Support Vector Machine, and
Decision Tree. Three models were trained and tested on a balanced
dataset of 400 Android applications, which were collected from the
internet. In classification, RF showed the best performance with
95.83% accuracy in static analysis and 92.50% in dynamic analysis.
The tool was tested on a public dataset from Kaggle gives better
results with 98.58% accuracy in Kaggle dataset, which ensures the
proposed tool's performance.

The proposed tool was designed and implemented in Python with a
simple graphical user interface (GUI) that is easy for users to
operate. It has the ability to predict and detect new Android malware
applications which is not included in the dataset samples and have
not been trained previously. One of the future works is to upload the
tool to the cloud for access scalability.
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