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Abstract

The risks associated with software development are among the
most critical challenges faced by the information technology and software
development sector. These risks can lead to system failures, data breaches,
information loss, and even threaten user security. Therefore, understanding,
analyzing, and predicting these risks play a crucial role in ensuring software
quality and protecting systems from threats.

This message aims to classify software risks using machine
learning algorithms. A dataset called the "Software Requirement Risk
Prediction Dataset" was utilized, consisting of 299 software projects. Each
project included features related to software requirements, risks, project
categories, as well as numerical values representing probability, risk
magnitude, impact on the number of units, installation duration, repair cost,
priority, and the level of associated risks. The data underwent initial
preprocessing, including normalization using min-max normalization, and
feature selection using correlation coefficient to prepare it for application
with machine learning algorithms.

Several machine learning algorithms were employed in this
research, including Decision Tree, Random Forest, Gradient Boosting, K-
Nearest Neighbor, Logistic Regression, and optimized combinations of these
algorithms (GB+DT+LR and GB+DT+KNN). The results of the
experiments demonstrated that Decision Tree, Random Forest, and Gradient
Boosting achieved the highest performance in predicting software risks with
an accuracy rate of approximately 98%. They were followed by K-Nearest
Neighbor with an accuracy rate of 82%, and Logistic Regression with an
accuracy rate of 74%.



