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Abstract

The research aims to apply the template matching technique to a set of
digital images in order to detect a specific object in the image, and then this object
is encrypted in the resulting image, depending on a combination of algorithms
(RSA, Hill Cipher), where an evaluation of the efficiency of this is made.
Algorithms after applying them to the template that was identified in the resulting
image in order to give the highest encryption and security ratio for the specified
object inside the source image represented by the original image, and depending
on the mean square error measure, the maximum signal-to-noise ratio, the
structural similarity measure, and the time taken to implement the encryption
process The results showed, after selecting the template to be secured and
encrypted, that the (RSA with HILL) algorithm gave a good security and
encryption ratio based on the structural similarity scale (SSIM) which gave a
result of (0.00787) and on the mean squared error scale (MSE) it gave a result of
(11580.4), and on the ratio scale The Maximum Noise Reference (PSNR) gave a
result of (7.49356) and these algorithms also gave a good execution time. The
average of the results of the measures that were used when encoding an object for
a group of digital images using the (RSA and HILL) algorithm, where the average
of the mean squared error measure for a group of digital images (MSE Av.) gave
a result of (9318.4957) and the average of the maximum signal-to-noise ratio for
a group From the digital images (Av.PSNR) it gave a result of (8.52102) and the
rate of structural similarity scale (Av.SSIM) gave a result of (0.0168972) and the
result of the time it took to implement was (2.817). and object shape.



