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Abstract

A mobile ad hoc network (MANET) is one of the automated
system with unique characteristics, the most important of these
characteristics, the ability to establish the network via wireless
connection among the points. Even without the need of infrastructure.
In the aforementioned module of networks, the device works as a router
and establishes paths between each other’s to forward the packets
among the points without refereeing to base station or an access point.
In accordance to this behavior, the internal independent cooperation to
establish the network is crucial. Thus, this feature is very useful for
specific scenario and needs. On other hand, the same feature is making
the network insecure.

In this thesis, proposed a new method to classify the attacks on
the mobile ad hoc network; the classification depends on the properties
of the mobile ad hoc network. There are many types of the security
attacks. One of attacks that may be threaten (MANET) is Flooding
attack. In this case, the malicious node (intruder) flooded on the targeted
nodes or even the whole network by useless data packets to abstract the
real data packet reaching to the (destination). The flood attack on the
(MANET) happen by modifying the routing protocol, here, and this
type of attack is classified as a network layer attack.

During the thesis, a flooding attack executed on the application
layer and simulated. Then the impact evaluated on the application layer
of the (MANET) according to three key performance indicators;
percentage of the packet delivery fraction, average end to end delay and
average throughput.

A model of mobile ad hoc network designed by modifying an Ad
hoc On-Demand Distance Vector (AODV) protocol, after that a data
flooding attack applied to the network by using NS2.35 simulation.
Moreover, a comparison calculated to study the deviation of the key
performance indicators: packet delivery fraction, average end-to-end
delay and average throughput by the increment of attackers, It was
observed through simulation that the performance of MANET with



regard of packet delivery fraction, average end-to-end delay and
average throughput is halved with a small number of attack nodes.

Moreover, a model standard tuned by changing nodes mobility
speed and network size (number of nodes) then, simulate a specific
number of the attacker nodes and re-evaluate the impact on the
aforementioned key performance indicator.
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