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Abstract

The field of disinformation detection in social networks is an
emerging domain that requires advanced and continuously evolving
techniques and methods. It is a critical research challenge within the realm
of social media platforms, especially with the increasing amount of
unwanted and misleading content due to the development of generative Al
techniques and large language models, particularly on Platform X. The rise
of fake accounts and the proliferation of chatbots have compounded this
problem. Therefore, this thesis proposes a novel approach for detecting
disinformation and unwanted content. The proposed method is based on
content analysis and text classification, enabling users, social media platform
administrators, and institutions to make decisions regarding the diagnosis of
misleading content and the removal of fake pages that have proliferated. This
is achieved by integrating several methods to calculate the reliability

percentage of the published content.

A main system has been developed, consisting of seven proposed
hybrid systems (three main systems and four sub-systems). The first
proposed main system is developed for detecting fake accounts, and the first
score represents the percentage of real and automated user accounts
examined using a hybrid model developed with GPT-2, along with the user's
reputation percentage as the first contribution. This is integrated with the
second proposed main system developed to examine the reliability of tweets
as the second contribution to this work. Deep learning is used as a hybrid
model for the generative Al model GPT-2 to analyze the posted texts, and
the second score represents the reliability percentage of the tweets. This is
further integrated with the third proposed main system for analyzing tweet
similarity, which consists of four proposed sub-systems (for semantic,
syntactic, lexical, and sentiment similarity). These were combined to

calculate the third score, representing the percentage of similarity between
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the posted tweets using a developed model with GPT-2 on the dataset from
Platform X as the third contribution to the hybrid model.

To obtain the final percentage score, the results from the first score
for account and reputation verification, the second score from the pre-trained
generative Al model on the dataset, and the third score from calculating the
similarity percentage between tweets were inputted to produce the final score

for the level of misinformation in the published content on the tweets.

The accuracy of the first developed hybrid model (GPT-2 & RF &
DT & Botometer) reached 92.3%, and the accuracy of the second model for
content reliability verification (GPT-2 & DistilBERT & BERT) reached
79.37%. The accuracy of the third model for similarity analysis (GPT-2 &
Cosine Similarity & Mean & Max) was 80.00%. This proposed approach has
proven to be the best in terms of speed and accuracy in helping users make
appropriate decisions and distinguish between suspicious content being
published on social media platforms. It also contributes to achieving some
of the Sustainable Development Goals, including quality education, decent
work, economic growth, industry, innovation, infrastructure, sustainable

cities and communities, and achieving peace and justice.



