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Abstract

Software is an essential element in various areas of life, as it plays a vital role in
enhancing productivity and facilitating daily transactions in the economic, health,
educational and industrial sectors. With the increasing reliance on software,
ensuring software quality and reliability has become a primary goal. However,
achieving this goal is a major challenge due to time constraints and limited
financial resources. For this reason, software development companies are
increasingly resorting to machine learning techniques to predict anomalies, with
the aim of reducing risks and ensuring stable and efficient performance of software
systems.

This thesis aims to present a predictive model for detecting anomalies in software
systems, and this approach effectively contributes to improving the accuracy of
prediction due to the complexity of the task and the diversity of data used. Machine
learning-based models are characterized by their ability to integrate a variety of
algorithms and processors, which leads to a significant enhancement in their
performance. Through joint learning between different models, the efficiency of
the prediction process can be greatly enhanced. This strategy is essential for
achieving stability and improving software quality, ensuring the provision of more
reliable and efficient systems.

An effective predictive model was proposed that integrates the results of several
machine learning algorithms to achieve high accuracy in detecting anomalies,
which are among the most prominent challenges facing software developers, as
they lead to sudden failures and a decrease in system efficiency. The study relied
on collecting and analyzing data related to the performance of various software
systems. Three types of data sets were used from different locations, including: the
first set of software anomalies, which includes (arl, ar3, ar4, ar5, ar6), the second
set 1s performance anomaly data, which includes (elasticsearch, structr, xchange),
and finally the security anomaly data set, which includes (ambari, camel, derby,
wicket). In addition, the data was preprocessed to select features and improve the
model to achieve optimal performance, then ensemble learning algorithms such as
bagging, stacking, voting, AdaBoosting, and XGBoosting were applied to predict
anomaly patterns in this data.

The prediction of anomalies was evaluated and the evaluation metrics (Accuracy,
Precision, Recall, F1-Score) were calculated and a comparison was made between



the algorithms of the proposed model. In the dataset of software anomalies, the
results indicate that the ensemble learning algorithms indicate an effective strategy
in detecting anomalies in software systems, as the adaptive boosting algorithm
(AdaBoosting) achieved the best performance for most groups, as it achieved the
highest accuracy of 100% for the ar5 group. As for the performance anomaly
dataset, the bagging algorithm achieved the best performance for most groups, as
the prediction accuracy reached 99% for the structr group. The voting algorithm
achieved the best performance for most groups of security anomalies. The
proposed model was compared with other models of previous studies that used the
same datasets, and it was shown that the proposed model outperformed them based
on the evaluation metrics used.



