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Abstract

Malware is one of the most important issues that face users of information
systems and affect data privacy and security. Researchers and anti-malware
production companies have used many methods, including modern methods
based on machine learning to identify malicious software through the common
features between members of the same malware family. Previous studies had
indicated that Random Forest, Support Vector machine, and X-Gradient Boost
methods are among the best classification methods that their modified versions

achieved the highest levels of efficiency and accuracy.

Therefore, this thesis presented a classification system that uses the three
methods with excellent performance in their original versions without
modification, on a part of the VirusShare dataset that contains the malware
features and labels of malware families. The methods were trained on the data set
and the system was applied to one malware sample of the dataset, to ensure the
effectiveness of the system and its capability. It was applied to one family for the
same purpose. The implementation of the system showed high efficiency when
the methods were applied individually and then combined. The system was
applied to the entire data set with all available features using the three
classification methods. It was re-implemented by excluding three levels of
uninformative features in the classification process to reduce the number of
features that do not affect the efficiency of the classification. The results of the
experiments showed that the classification methods achieved better levels of
accuracy in classification. Excluding the adopted features the system, the
Random Forest method got the best performance and its F-score value was
(0.93125), followed by the XGBoost method with its F-score value (0.9275), and
finally the SVM method with its F-score value (0.925).



