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Abstract

The Internet of Things (IoT) is a revolution that has transformed
traditional living into a high-tech lifestyle. The IoT is a technology that
allows a huge range of devices to be connected with each other and
capture a big amount of data. Although the benefits of IoT are limitless, it
faces a great challenge in providing security. Therefore, the criteria for
[oT protection have become paramount. Security in IoT has drawn
growing interest from both academic and industrial sectors to counter
future risks and to provide effective and safe services.

Cryptographic algorithms are important defense mechanism that
provides good security protection. In the recent years, various encryption
lightweight algorithms have been presented to ensure the security of data
transmitted via the IoT network. These algorithms are able to meet the
requirements of [oT devices that have limited resources. A RECTANGLE
lightweight block cipher algorithm has been proposed for system.
Improvements were made to the algorithm by extending it using the 3D
cipher architecture and modifying the algorithm for the key schedule. The
improvement enhanced the algorithm’s diffusion and confusion without
growing block and key sizes. The experiments demonstrated that the
proposed algorithm outperforms the original version, with a bit error rate
of (51%) for both changes of plaintext and key.

To assess the randomness of proposed algorithm, randomness analysis
was done by using the NIST statistical test suite include 15 tests and nine
categories of data. 100 samples for each category of data was tested.
NIST tests carried out under 1% significance level. The proposed
algorithm's randomness analysis gave (27.48%) better results than the
original algorithm.

In addition to security concerns, there are many other challenges to
implementing IoT, for example centralization and scalability, which
occur due to large numbers of networked objects. Therefore, there is an
urgent need to provide a decentralized, secure and scalable environment
to transform the path of IoT into it. One of the well-known example of
the decentralized solutions is blockchain.



The blockchain is perhaps among the most significant technologies to
emerge since the beginnings of the internet. It is the basic technology that
behind Bitcoin and other crypto-currencies that have gotten a lot of
attention in recent years. At its core, a blockchain is a distributed ledger
which permits parties to conduct transactions with no need for a
centralized authority. Blockchain is a sophisticated technology that
decentralizes management and computing processes. It can address a
many of [oT challenges, including security. It relies on a Proof of Work
(PoW) concept, and a block is valid after the system has proof that miners
have performed sufficient computing effort. Miners work separately and
compete with one another to build the same block. As a consequence, all
miners’ efforts except the miner who find the solution becomes useless
for each block, resulting in huge amounts of energy wasted.

The system proposes a consensus algorithm by distribute the PoW
process among miners. Each node only finds a PoW for their little
fraction of the searching area, resulting in no two miners putting in the
same amount of effort to solve a single block. The consensus algorithm
tested by using different scenarios, with different the level of difficulty
and number of miners. Results evaluations demonstrate the algorithm has
improved the time required to mine blocks to (77.442%, 91.716%) when
the number of miners are 10, 20 respectively.

Furthermore, the system employs a decentralized Random Beacon
(RB) to randomly select nodes to take part in the block notarization
process that reducing the time required for block confirmation.



sl gl ) agdaill 3,13
Jua gall daala
by g G gaailad) o gle 4l

G gulad) 2 gle acd

OaS oly alaie by s LudY) & il

dadia da g bl
G sl Aoy b cilpaly Mg rgualall o gle A0S (uda
(2 Aduuld o) ) 983 Balgds Jui lllata (ha £ JaS
G yulad) a gle

J&
daa) S arlallae o3

) by
ae Locall AN

L”QJJJL."QLO.H-\AA‘ -

p 2022 - 1443



wadall
Al Je sba gl ) il slall clgs )5 g8 (I0T) sl )
B dueS Laliilly (anl) Lpamnsy JLaiWL 836aY) (10 80S deganal o 4 & lOT
& D€ Baat dalss Lol W1 elgd apan ¥ clad) i) W of e a2l o Lcililadl e
GV Gda L gpend Laaal 3 SLsY) ) Ales jules il by (oY) yds
Dhlaall dgalsdl elially ool el NS e 13l Llaal ela) cug) 4
il Alled lard gily duligicsa)

(833Y) Clgiad) 8 .aa dnidd Llas g Aege duclin T el ilie)jlsa a8
copl s e gl bl gl lacal dibidie Oigl) dadd i Sl s a2
Dlgall iy cLaY) cupn) seal clllhe dub e 50lE il leall sdag by
cuyly .aaall RECTANGLE (sl dasia A€ yadn duay)led #1580 & 535aal)
iy Ayl ADE bl Ly padiul s DB e Dl e clias
AR alaal 0Ly gn oWy Aaedpledll il Gueatl) jie .z Gadl dlgan Al
Jone gl im0 LY Jlaa) o dajiiall daag sl s cojlaal) cuehil mslially
by aledl il b sl e JSE(751) wlid) b Uasd)

4

il Adlsdall dilaS el & cdagiall Lapladl Adlsde an® ol e
&bl e @il ads Bladl 15 gecan S NIST Slasy) SLadY) degena
S Bal ggiee can NIST chlas) cupal bl e 28 J<U de 100 ,Las)
Ay yleall (e 727,48 Ay (bl il calacl da el Lo lsal] Ailsdall Jilas il
Aalay
Cug) 3an aalg A @AY) Cbaatll e el lia Al Caglaall LYl
Oo Sl ooVl ey Gaat Al sl AbEs LKe) JEd) dow Gle celudd)
Ay Lialy HaY A gl dald)l Aalall cujels (N AL Alaial eaY)



A GO Jelall digpeall A aaf ad) LaY) cupl jlue digadl glall

.blockchain

L) -l @by die gl A @lasll sl ow o blockchain osS L,
dlaaly culas Al AV il Blealls Bitcoin ehys cul€ Al daulu) Ll sl
ChL mass #39e Jams e Ble blockehain ¢ s & .5aY) gl & s
e et 8yskaie 4@ a Blockchain .4Se dhale J) dslall (50 cllae shaby
ol Gbaad el Al @Sy cawsally HIY) Gllee e L3000 cla)
iy Of ey Aalln ARSI 05855 canll pgehe L) o adieg L) il 3 Ly colis)
Gsuiling Jeadie JC0 aaliadl Jlae Jany -GS avasn agas 15l 38 opisad) ¢ alail
Odeall ol Cineal) aaes dgga graal ¢l Angin LADKY i ol Gandl) aguans ae
8D g Alils e o) ) 528 Lea ¢ ABS JSI 525l Aapae Jall any (53

S . cpianal) G el Gl ddae i DA (e g laal due))lss ol - iy

Se ol JY ate 535 Lee cGanll dibia (e ppreall gial POW L sxie (S

Pl glaal) Laplsa HLia) 2 LBaaly ABS dal agall e Nl Qe (piaeall

o il Slewd g L omaeal 220y Digreall (e DA xe cAdfide Slag )l

Lt (£91.716 « /77.442) ) JSI cpawil Coglhadd) gl i 38 Zsa) ylsal)
sl e 20 10 pianall 220 5S

O il lasY (RB) Sy idlsde Blie i) aasie el e sdle

AR agh Cgllaall gl Qs  al ABSY 384 dadee 3 AL Jlsde



