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ABSTRACT
The Industrial Internet of Things (IloT) is the integration of

traditional Internet of Things (IoT) principles with industrial sectors
and applications. The rapid evolution of edge-based I1oT had brought
new difficulties in the construction of an efficient Intrusion Detection
and Prevention System (IDPS) because edge devices have several
restrictions, limiting their ability to perform higher-level processing
tasks required by IDPSs.

Accordingly, the thesis proposes a Machine Learning (ML)
model to identify the Message Queuing Telemetry Transport
(MQTT)-based threats utilizing IDPS to guard the traffic network
between edge node and IoT sensors. Also, it proposes two ML models
to detect the abnormality in periodic and daily data metering. Because
the ML model can't be trained directly on low-performance devices
(like edge devices), so, a new methodology for updating ML models is
proposed to detect new attacks and abnormalities.

Consequently, the Random Forest classifier has been used
to eliminate the unrelated features from the MQTTset dataset to
reduce the preprocessing time (decreased to more than 29%) and the
complexity of the model based on the MQTT packet level. In addition,
the performance comparison between three ML algorithms prove that
Decision Tree (DT) performs comparatively better to detect attacks at
the MQTT packet level because of its low prediction time
(0.66304msec) and good accuracy with the MQTTset dataset
(99.69%). As Density-based Spatial Clustering of Applications with
Noise (DBSCAN) is suitable for clustering smart metering dataset
because of the Silhouette Coefficient score of 0.663. Also, DT



performs well for detecting anomalies in daily power consumption.
While One Class Support Vector Machine algorithm (OCSVM) is
good to detect abnormalities in periodic power consumption due to its
short prediction time (0.95319 msec) and small model size (11 KB).

Then, the security techniques (Transport Layer Security
protocol (TLS), firewall, and Wi-Fi Protected Access II protocol
(WPA2)) have been employed to verify that the exchanged data
during the updating strategy is valid and undiscoverable.

Based on the results of network performance and resources
usage, the structure of proposed edge device is lightweight and saves
power. Finally, the proposed security paradigm for edge device is
simply applied on a low-cost single-board computer (SBC) like the
Raspberry Pi and is effective against a variety of internal and external

threats.
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