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Abstract

Cloud Computing is a service that sets on remote devices unlike
the traditional applications that are stored in the user's own devices.
Cloud computing relies primarily on the Internet for transfer, access and
handling the data ; for every cloud usage the user pays fees, as well as
cloud computing providers providing software, licenses, updates, storage
space, and infrastructure at customer demand. Despite the advantages of
cloud computing, it will inherit the same disadvantages of the Internet,
including a shared environment and resources, the difficulty of
guaranteed continuous Internet without interruption, and determine the
level of service (Service Level Agreement-SLA), as well as security
vulnerabilities, and attacks on IPv4.

This study processes the most prominent and serious attacks on the
cloud; that called the Spoofing Attack, which is based on obtaining the IP
address of the user’s cloud and exploiting all its powers to directly attack
it, attack the cloud, target customer data and thereby discard the
reputation of cloud providers. Highlighting Denial of Service-DoS or
Distributed DoS (these attacks are often shielded from Spoofing
Attacks); fake packets are sent to the destination.

In order to address the spoofing attacks, this study attempted to
create an integrated attack tool specifically to steal the victim's address,
and then to create packages with the victim's address at the attacker's
node and send them to the destination; with IPv4 (Auto-assigned
Addresses).

The Identification Number-Improved Hop Count Filtering-
ID THCF algorithm, which deals with received packets, has been
processed through the following two phases:

First: Each customer is registered in the cloud using a
Identification Number (ID_Cloud), this ID _Cloud must be included with
the packets sent by the customer. If the packet is free from this ID, the



packet is directly ignored and considered to be a malicious packet and the
sender is an attacker.

Second, the development and improvement of the detection and
prevention algorithm of the spoofing attack based on the principle of
extracting some of the fields included in the IP header, the physical
address of the last node(to determine the route), and the port number of
the TCP or UDP protocol (according to the application used). These
values are stored in the cloud in a table called (Add2HC) for Packet
Filtering before it reaches the server. It is called the Improved Hop Count
Filtering-IHCF.

Simulated using the OPNET Modeler 14.5A simulation software
for evaluation and testing of the proposed network performance, after the
implementation of the ID THCF algorithm and application of types of
spoofing attacks (Hiding, Reflection, and Impersonation Attack) in DoS,
DDoS attacks; As well as its comparison with traditional methods of
detecting spoofing attacks using firewalls, [Psec, and [Pv6. The results
demonstrated the ability of the proposed algorithm to detect and prevent
spoofing, and the best possible response when comparing results with
other scenarios.
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