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ABSTRACT

Because of technical and technological development, a new type of
conflict gas emerged, called "Cyber Attacks", and these Attacks are
completely different from traditional Attacks, as they are attacks that are
compatible with this era. These Attacks depend on their implementation on
the internet, computers and mobile devices. The spread of the internet and the
low cost of the devices that are used to carry out Cyber Attacks have helped
to exceed the parties that have the ability to carry out such Attacks, the matter
1s no longer limited to the traditional parties in armed conflicts, but includes
other parties. Such as individuals, criminal organizations, multinational
corporations... etc.

Cyber Attacks are characterized by multiple charateristics that make
them different from others, including the ease of carrying out these Attacks
and the low cost of them, and there is no doubt that the reliance of countries
on technological development in all areas of life has made countries and the
international community as a whole vulnerable to threats and risks arising
from them, on country, including technological advanced countries, can
distance itself from these threats to its security and interests.

Therefore, the international community at the international and
regional levels has begun to move at a steady pace towards establishing its
own legal system in which it reveals its features, clarifies its contents and
defines its characteristics to reduce its effects and risks, and other
international organizations and federations in order to achieve international
stability and maintain international peace and security. At the regional level,
many regional organizations and federations, such as the European Union,
NATO and the league of Arab states, have followed in the same foots steps in
order to maintain the Cyber security of their member states and guarantee
their interests. On the other hand, many stakeholders, specialists and
researchers are discussing the legal origins regulating these Attacks and
searching for the legal basis for them, which is reflected in international
conventions and charters as well as the customary rules contained in the
Manual of Customary Rules, as well as in the decisions of international courts
related to the subject.

The legal regulation of these Attacks in light of the principle of
prohibiting the use or threat of use of force, the principle sovereignty, and the
areas of their regulation under the principles of international humanitarian
law, which prompted multiple parties to make serious efforts to confort Cyber
Attacks, Such as the United Nations and other organizations and institutions
of the international community, in addition to the efforts made by countries at
the internal level.



In addition to their discussion of the legal problems that arise froe
these Attacks, such as the limits of subjecting Cyber Attacks to the rules of
international humanitarian law, as specialists in this field are divided between
supporters and opponents of subjecting them to the rules of the mentioned
law, as well as the mechanisms by which these Attacks can be subjected to
international humanitarian law, whether mechanisms related to international
criminal law or international human rights law, and problems related to
system of international responsibility when a Cyber Attack consistutes a
breach of rules of international humanitarian law, whether this Attack is
carried out by states, individuals or other parties.
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