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Abstract

Hybrid encryption standard H264/AVC is one of the strongest
and the latest advanced encryption standard and data processing used
in modern data compression systems, for its strength and flexibility in
video data encryption .

Single data compression and encryption system works on
encryption and decryption for display of various types of data. The
objective of the dissertation is to implement all the encryption and
cryptographic components by MATLAB program and representation
of my work on a chip FPGA .

The design has been applied to images and videos in diffrent
sizes starting from QCIF TO HD. The dissertation contained two parts
characterized by implementing all the encryption components using
simulation MATLAB. A single discrite cosine transform function(1D-
DCT) has been appled and compared with two dimensional discrite
cosine transform function and data retrieved .Then apply this function
on the video with encryption items.

The video size is (90KB) and (164.2 MB) .Affter appling the
compration algorithm the becames size(45KB) and (82.1MB) with
dimensions frame size(288x352) and (250x320) were obtained
respectively and the image quality (PSNR) obtainted is equal
(38.78db) and (73.8db) . The first algorithm includes intra frame(I-
Frame) and used second mode is the called (DC Mode). The
encryption time for intra frame is(0.099s) and The decryption time
(0.000317s) . The second algorithm includes two dimensional
logarithm search (2D-logarithem search) is predication frame (Inter-
frame(P)).The encryption time is equle (0.00342s ) and decryption
time is equal (0.00011s). The encryption and decryption time frame is
(2.979s) of intra frame, but the time of encryption and decryption for
intre frame is (0.1059s) of period video(301ps).



The second part of the dissertation represents the
implementation of encryption and decryption by using FPGA .The
Intra frame(I-frame) time is (2.77ms) with size frame (288x352). The
time is (83.1ms) within (30fps) and the number of the slices (3714).
The all Components (integer conversion function, and the rounding
function, the inverse transfer function, the inverse function
approximation), an area of 92% of total chip size during execution on
chip within 68MHZ frequency within Programmed of practical
applications with version 14.1 and company on a chip
Spartan3E(XC3S500E).

The aim of the practical representation can be summarized by
the time difference between working with simulation for the
MATLAB program and practical design on FPGA, so the total time
to encrypt and decrypt. The first frame in the program MATLAB is
that (2979.51ms) While the practical investigation on FPGA is (83.1
ms) within (30fps).
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