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Abstract
Internet of Things (IoT) technology has covered many fields in life, as its sys-

tems are widely applied in different environments and different applications,
IoT systems are an interesting technology to work with by involving ubiquitous
smart devices such as mobile devices and sensors And triggers.....etc. The Inter-
net of Things contributes effectively to the applications of smart homes, smart
buildings, smart cities, traffic, health and monitoring systems, etc. Large
amounts of data collected by its associated sensors, this data may be sensitive.

With the increasing demand for a reliable and secure Internet of Things envi-
ronment, the multiplicity of security threats during the transfer of data over
networks (the Internet), the exponential growth in the number and type of at-
tacks that must be dealt with by data security experts in order to protect sensi-
tive data, and the existence of cases of external danger to public safety and se-
curity. public exploit cryptographic attacks in public and private facilities for
various reasons, securing the data of IoT applications has become the main mo-
tivation for designers, developers and researchers; Therefore, this message fo-
cuses on securing data by encrypting it.

This thesis proposes designing a simulated environment for the application of
monitoring traffic congestion in the smart city. The application is concerned
with monitoring the movement of vehicles within lanes in smart cities by de-
ploying sensors in all lanes linked to Internet of Things devices, which collect
data from city lanes and send it securely by encrypting it. The application is
connected to the Fog/Edge central computing through the Internet of Things
network, to secure application data and meet the security requirements of the
Internet of Things. The dynamic was entered in all stages of the algorithm, and
used the one-time encryption technology to set a secure key for the encryption
process. The key is generated using a dynamic linear feedback shift register, and
the data necessary for decryption is crammed into the ciphertext to organize the
key distribution process to reduce network bandwidth.

The results of testing the binary error rate for a group of samples of the origi-
nal text and the resulting cipher indicate that it is a value close to (0.5), and a
group of statistical tests for a group of samples of the ciphertext is acceptable
and the throughput is (1 Kbyte = 110.706920 , 128 Kbyte = 111.672770 , 256
Kbyte = 112.162046) and that The proposed algorithm passes all tests and has
good performance, which is suitable for data protection in a restricted [oT envi-
ronment.



