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Abstract

Phishing is a risk associated with social engineering that exploits the
gullibility of uninformed Internet users to trick them into revealing personal
information. Attackers and phishers assume the guise of real Internet users.
Where phishers try to access the victim's accounts without their permission
to steal sensitive data, the victim's identity, and other personal information.
Phishing emails are a form of phishing where a phisher sends an email to the
recipient using a fake email address to trick them into reading the email. This
enables the phisher to influence the user and take advantage of their personal
data.

Many researchers worked on finding solutions and methods to detect
phishing emails, most of which were related to the English language, and
because the Arabic language is distinguished from other languages in terms
of the formulation of sentences and the multiplicity of meanings of words.
There is a dearth of research related to the Arabic language, especially those
that depend on natural language processing techniques. Also, the researchers
faced a major problem, through the lack of a dataset of phishing emails in
the Arabic language.

The proposed model Rian AntiPhishing (RAPH) was created using
Python language and its libraries. The model relies on natural language
processing techniques to analyze the Arabic content of the emails and
perform multiple comparisons at the word, root and phrase levels most
commonly used in the phishing emails. The model works by directly
connecting to any Gmail account or any account affiliated with the
University of Mosul email domain, and performs analysis, comparison, and
processing in real time. Also, a dataset of Arabic phishing emails and
legitimate emails was created that includes 1250 emails, as well as creating
two datasets for comparison: The first included a list of the most common
phishing words, and the second included a list of the most commonly used
phrases in phishing.

To ensure the validation of the effectiveness of the configured model
and to know the impact of phishing, an integrated phishing system was
created (for research purposes), a number of phishing campaigns were
conducted on the same Gmail account, and the generated model was run for
phishing detection. The verified results of the model showed its effectiveness
in accurately diagnosing phishing messages, after a series of experiments for




individual comparisons. At the end, it turned out that the best results can be
achieved when implementing the system using all comparisons together. The
best results percentages were phishing detection (98.4%) with legitimate
detection (92.5 %) and phishing detection (96.0%) with legitimate detection
(99.5 %) at use multiple values for comparison variables.
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