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ABSTRACT

The last decade witnessed a great evolution in the fields of computer
science, communication, and data transmission. The necessity of data
protection has become more complex and cryptanalysis has evolved to
meet the growing complexity of cryptography or the process of encrypting
and decrypting messages to ensure data privacy or security.

Various cryptosystems were developed during this time, one of which
is the Blowfish, is a feistel network, iterating a simple encryption function
16 times. The block size is 64 bits, and the key can be any length up to 448
bits. The Blowfish is a patent-free algorithm, and anyone can use it without
any restrictions. As most of the algorithms present are patented by some or
the other agency, it is very important to have at least one algorithm that is
available to be used by anyone and is open for all.

The Blowfish algorithms is one of the most popular, but it requires
significant computational power with many details that make it prey to
many attackers. In this thesis, a Blowfish equivalent cryptosystem was
designed using backpropagation.

The proposed system is based on representing the operations that take
place on the plaintext/ciphertext by the Blowfish algorithm on the neural
network with the reduction of the data (S-Box). To learning the proposed
neural network, a "bidirectional system" was used for encryption and
decryption. The system accepts input (plaintext or ciphertext) and outputs
the equivalent text, with the keys used in both encryption and decryption
being the initial weights of the neural network trained using the
backpropagation network, then training the network on a smaller number of
outputs in parallel from (1-32) bits and (33-64) bits of the so-called series-
parallel system. The proposed Neural Network (NN) model was designed

and simulated by a medium-performance computer the test results showed
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that the accuracy of the classification process using the backpropagation
network was 90% and the error rate is 10%, and that the execution time of
ANN encryption and decryption is 15% and 16% lesser than that of the
Blowfish algorithm, and convergence of results achieved through ANN
with Blowfish results.

The proposed system was built using the MATLAB (2018a) language,
and a dataset of 2500 was created with two formatting (plaintext and

ciphertext).
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