Jua gall daala
il ) g i guslal) o gl A0S

pUA) 8 gil addil) g (sl aladlil
5y guall ‘}J

e adki Al

s Al ashial Al
Qomlad) agle

iy
e b CaaSa Gpanil L2

2o Leea L)

a 2021 21442



saaaiall Lailiagl) ladanl aial) gailly VL) ulSad diagd (3 Jilgll dall ks

Closteall @llh 3ol 5o @hh bl 50 dala ek @ISl @b e Lelaln 35S,
Aoz oSy tcblall dlaad) el Al padnll Aelail ead) & Gl Jasiol LAlslad)
&S 3 dulung dage il 35ny 8 Jilial) ol aalgall (ool clal) i sjiial) giaaay cililyl)
Lia . lalgine ddjpes dlglang 5aill ju€ Jal e dahie cullad aladial e adi 13gly ¢lajyeds
of Jalbs J8b sy Jaly dpad) Ul aca Jo dond dls Slaslaall clid] clan jgla
atlie zed o adiny aa sl aladiad 5 Gaadl 13 bbbl @b gag aalgall LDl
(Jlat¥) AGs e Aalia) Gllall 401 e o (grine Geinal SliaYly ubdilly el
shal & Gy dpudl ol o Gl G el daph aladin) da ikl ddhall cuels
Hyall clis] o elld 2ny 5S gl ig (Al Dpagdl) Al Ao alaeVh il dolee
LSB)(Least ) dwal J¥) ciidl 4 olay) dud Hadial il ddee oo dasll
Cile and e cindel 3 oiiga o zlaall Jalal da izl 4yl a3 Y L (Significant Bit
e (ggine dniall dahall iy Ul i) dlee 8 derdioal] miliall Jus)Y 5)5eall
(PSNR) slaguall ) 5LaY) s (el aladialy dajital) 2yl 5 US auit 39 «diaY) (g
5elS ld ((SSIM) gl linl) yii5e Gubita SISy (MSE) sl Uadl) Jacsgia (uliias

Ouleall 838 (pe ity cAalioaall dgall die Luadal) §)peall & L il SIS cledly yuedal) dilec
i€y abiall dga 3 A3l Bjseall dilhe (& deall dga die (Lpyll) LY Bypall
.(MSE=0,PSNR=0,SSIM=1) ,» 3l




University of Mosul
College of Computers Sciences And
Mathematics

Using Compression and
Encryption to Provide Secure
Image Steganography

A Thesis Submitted By
\'}

Yousif Subhi Yousif Husen

D.Sc./Thesis
Computer Science

Supervised By

Dr. Yaseen Hikmat Ismail
Prof.Assist

2021 A.D 1442 A.-H



Due of the tremendous development it has witnessed by communication
networks and the growing growth of multimedia applications and their frequent
exchange across these networks have shown a great need to provide effective
ways to achieve this mutual information. In the beginning, the researchers used
different encryption systems to provide protection for the data, but seeing the
data in its encrypted form raises the suspicion of the attacker or the intruder that
important and sensitive data has been encrypted, so it is presented using different
methods in order to break the code and try to know its content. Here,
steganography techniques have emerged that work on secret data systems inside
a carrier, so the attacker will not notice the existence of that data. In this paper, a
new method based on integrating the concepts of compression, encryption and
concealment was used to achieve a high level of security for the data exchanged
over the network. The proposed method included using the lossless compression
method on the secret image and then performing the encryption process based on
the chaotic function that provides great randomness. Then, the image generated
by the encryption process is Steganography technique using in the Least
Significant Bit (LSB).The proposed method does not need to exchange keys
between the two sides, as it relied on the image file name to send the keys used in
the encryption process, and thus the proposed method provided a high level of
security. The efficiency of the proposed method was evaluated using the most
important Peak Signal-to-Noise Ratio (PSNR), Mean Square Error (MSE) and
Structural Similarity Index measure (SSIM), to show the efficiency of the
encryption and masking process, as well as the retrieval of the hidden image at
the receiving party. And it was found from these standards that the original
(secret) image at the sender's side is identical to the resulting image on the
recipient's side, and the results were (MSE=0, PSNR=0, SSIM=1).




