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Abstract

The Internet of Things (IoT) refers to the network of connected
devices, vehicles, and physical objects with sensors, and internet access.
However, IoT devices often have resource constraints such as limited
processing, memory capacity, and energy supply, making it difficult to
implement robust security measures. This vulnerability makes them
attractive targets for cybercriminals, particularly for distributed denial of
service (DDoS) attacks. A DDoS attack is an effort to interrupt regular
service by flooding servers, services, or networks with excessive traffic to
disrupt regular service. These attacks can occur sporadically or irregularly
and without any pattern.

To address these challenges, a Software Defined Network (SDN)
model is proposed. This model leverages SDN techniques to enhance real-
time security in [oT environments. It identifies and mitigates DDoS attacks
by monitoring network traffic and analyzing packets in real time. By
extracting the source IP and MAC addresses and storing them in a
dictionary. IP-MAC address mapping serves to identify potential security
threats within the network. When more than one IP address are detected
using the same MAC address, it raises concerns about malicious activities
like spoofing or concealing the true source of attack traffic. The proposed
system consists of a controller, computers, and switches connected
simultaneously. The controller is programmed to dynamically reconfigure
network policies and routing rules to drop malicious packets. The Python
language is used for the implementation, with Mininet used for network
emulation and the RYU controller managing and controlling the network
devices.

This SDN model offers advantages over traditional solutions such as
centralized control, programmability, automation, scalability, and traffic
optimization. To evaluate its effectiveness, extensive emulation is
conducted under various attack scenarios, such as TCP_SYN flooding,
which needs 3 seconds to frustrate it. A UDP flooding attack needs 4
seconds to frustrate the attack. The results show that the model
significantly reduces the impact of DDoS attacks on [oT. It can identify and
mitigate DDoS attacks in real-time within a few seconds, ensuring stable
bandwidth for legitimate users even during such malicious activities and
ensuring stable CPU consumption during attacks (19% under the
TCP_SYN attack and 18.9% under the UDP attack). The model drops a
large number of flooding packets through switch-based rules, about
6709204 packets were dropped through the UDP attack, and 6487795
packets were dropped through the TCP_SYN attack.
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