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Abstract

Artificial intelligence algorithms are one of the most important drivers of
technological progress today, relying on concepts and techniques inspired by human
thinking and natural intelligence. One prominent area where Al algorithms are being
directed is information security, as valuable information now requires protection and
security beyond traditional measures. The concept of information security embodies
great importance in various aspects of life, whether in large organizations or at the
individual level. Modern studies aim to maintain the confidentiality and integrity of
personal information and data. This thesis presents three trends:

The first direction involves improving the Northern Goshawk Algorithm
(NGOA) using Fuzzy Logic (FL) to form a new algorithm (F-NGOA) to control the
randomness present in the algorithms to obtain better results.

The second trend involves the hybridization of algorithms such as the Black
Widow Optimization Algorithm (BWOA), the Harris Hawks Optimization
Algorithm (HHO), and the Whale Optimization Algorithm (WOA) that improve the
Fuzzy Northern Goshawk Algorithm (F-NGOA) using hybridization methods:

1. The first method involves using equations in the optimization process.
2. The second method involves using population hybridization in the
improvement process.

This improvement has been applied to the following algorithms:

The first algorithm is The Black Widow Algorithm (BWOA) with the Fuzzy
Northern Goshawk Algorithm (F-NGOA) and the formation of a new algorithm
known as (F-NGOA-BWOA).

The second algorithm is The Harris Hawks (HHO) algorithm with the
northern fuzzy goshawk algorithm (F-NGOA) and creating a new smart algorithm
called (F-NGOA-HHO).

The third algorithm is the Whale Algorithm (WOA) along with the northern
fuzzy goshawk algorithm (F-NGOA) and presenting a new algorithm called

(F-NGOA-WOA).



The three proposed algorithms in this study demonstrate their effectiveness,
proving successful in improving results and increasing solution accuracy, thus
reducing the time required to reach the optimal solution.

The third trend in this research involves designing intelligent algorithms
specialized in encryption based on hybrid algorithms, working on encrypting images
by selecting optimal locations in the image and using these locations to generate the
chaotic key used in encryption and decryption of data.

The results showed high accuracy in encryption and complete retrieval of
information without any errors or omissions. Coding is measured using peak signal-
to-noise ratio (PSNR) and mean square error (MSE) to measure the quality of the
results.
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