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Abstract

A critical field of study called digital forensics looks for and analyzes digital
evidence to find and stop cybercrimes. It involves the systematic examination of
digital devices, networks, and information in order to locate, save, and analyze
evidence for use in court. In order to improve the accuracy, performance, and
reliability of forensic analyses, a digital forensics model integrates advanced
technologies and methodologies into an organized framework that directs and
speeds up the process of investigation. These models are designed to meet the
evolving requirements in modern digital environments.

With an emphasis on edge Internet of Things (IoT) devices, this thesis seeks
to create and apply a new digital forensic model called Synchronous and
Decentralized Live Analysis (SDLA) digital forensic model, which is distinguished
by its Decentralized, Synchronous, Heterogeneous, Privacy-Preserving, Scalable,
and Trusted features. The primary objectives include Decentralizing tasks for local
processing and peer-to-peer communication, creating real-time communication
protocols for synchronized device analysis, creating neural network architectures
that can manage heterogeneous data, utilizing federated learning techniques to
preserve privacy, enabling scalable parallel processing, and establishing trust
through access control and blockchain technology.

The main works done by SDLA model are demonstrated through
improvements in Edge IoT digital forensics, enhanced analysis of IoT sensor data,
and robust evidence preservation. An Improved Edge IoT dataset for non-identical
federated learning with 4 datasets is developed. In addition, a realistic IoT
environment is created for real-time data collection, mirroring real edge IoT
scenarios through hardware deployment represented by ESP32. This makes it easier
to obtain real-time, authentic data for forensic analysis. Furthermore, the CNN-
Autocoder model offers an interesting system in the classification of attack
scenarios in non-identical federated learning environments. Using autoencoder
architectures and convolutional neural networks (CNNs), this model improves the
efficiency and accuracy of recognizing and classifying various cyberattack types in
heterogeneous Internet of Things datasets. Growing on this basis, the FedForensic
system proposal presents deep learning algorithm architectures (RNN and LSTM)
and forensic techniques designed to efficiently analyze and report digital evidence
from edge [oT devices. This model analyzes packets using digital forensics tools,
collect the information, then generates reports automatically suitable for legal
proceedings and speeds up the analysis process by providing insights into possible
cyber threats and breaches. Additionally, the Alpha-FedAvg algorithm's
development meets the need for adaptable federated learning strategies in edge loT



environments by guaranteeing that data distributions and network conditions
change in real-time. Lastly, the CustodyChainGuardian (CCG) system's
implementation strengthens the trustworthiness and reliability of forensic
investigations in edge [oT environments by utilizing blockchain technology and a
multi-layered architecture for secure storage and management to guarantee the
integrity and traceability of digital evidence throughout the forensic process.

The effectiveness and efficiency of the SDLA model are proven across a range of
models and system configurations through testing and validation, providing a
comprehensive solution for digital forensic investigations in edge IoT
environments. RNN-based AlphaFed-Avg model performs well in the FedForensic
IoT subsystem, demonstrating its adaptability with four datasets from Edge-IloTset
with an accuracy of 93.05%. Performance is increased to 99.84% when LSTM
architecture is used. The model maintains 97.45% accuracy even with new
environment's real-time data, demonstrating its capacity to adapt to changing
situations. Additionally, the CNN-Autocoder model, with an accuracy of 92.6%,
contributes to the diverse range of attacks classification in [oT forensics. In the CCG
subsystem, the London protocol shows the lowest ultimate cost among Ethereum
protocols highlighting the financial consequences. Additionally, by incorporating
immutability, transparency, trust, and privacy, our CCG model guarantees
robustness.
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