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ABSTRACT

Nowadays, intelligent systems attract a lot of attention for their services in
all fields. Federated learning systems play an essential role in intelligent
systems that operate in cyberspace. It is considered as one of the most
prominent applications that provide intelligent services for the 6G. However,
these intelligent systems face many issues in terms of security and reliability.
The main issues that face federated learning are security and reliability, which
could be affected by the poisoning attacks. In addition, poisoning attacks
targeted models and data of federated learning systems. The most common
poisoning attacks are either insider or outsider attacks. The outsider attacks are
represented by impersonation attacks such as the Sybil attack. In contrast,
insider attacks are represented by GAN attacks. So, providing a secure
environment, which prevents insider and outsider attacks, considers this
study's main aim.

This thesis proposed a new federated learning framework with a high-
security level against Sybil and GAN poisoning attacks. The proposed
framework, called FEDerated CCF(FED_CCF), creates a hybrid environment
using a federated learning system with Microsoft Confidential Consortium
Framework (CCF); this can be achieved by constructing four containment
zones. Each containment zone has a specific task that depends on multiple
layers of security. The hybridity processes between federated learning and
CCF has been implanted in the first containment zone. The first containment
zone verifies participant devices' provenance by matching the device manifest
with the FED CCF network certificate. The joined devices gained trust after
meeting the FED_CCF network requirements. BFT protocols and the Merkle
tree control these devices throughout their working life in the FED CCF
system. The second containment zone is responsible for preparing the devices
participating(worker devices) in the training operations by giving these trusted
devices the local training model . in addition to the parameters of the last
training round and the training dataset of the device. Moreover, the roles of
these devices are assigned. Also, the third containment zone is responsible for
validating the received parameters of all associated worker devices. The
validator's device does this validation by examining the received device's
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transaction using the Merkle tree and evaluating its parameters by calculating
classification accuracy. In addition, examine the device network certificate and
set the device status with a benign label for the trusted device or a malicious
label for the untrusted device. Finally, the fourth containment zone miner's
devices are responsible for aggregating associated worker device parameters
with their validation reports. The miners in this containment zone select the
best-associated worker based on the voting of the miner's devices.

The evaluation of the proposed FED CCF is achieved by employing the
MNIST dataset and analyzing the experimental results in two phases. The first
phase describes the diagnostic accuracy of the used devices, either benign or
malicious. The second phase represents the classification accuracy of the used
dataset. These two experiments are applied to assess the performance of the
suggested FED CCF system for both insider and outsider attacks. The
experiment results of the proposed FED_CCF system show 91.92% diagnosis
accuracy and 96.26% classification accuracy against outsider attacks
represented by Sybil attacks. Also, The experiment results of the proposed
FED_CCEF system show 90.73% diagnosis accuracy and 95.83% classification
accuracy against insider attacks represented by GAN attacks. For more
investigation, T-test has been used to show the FED CCF is the best in terms
of mean classification and diagnosis accuracy in both Sybil and GAN attacks.
From all the obtained results, it is clear that the performance of FED CCEF is
superior compared with other methods from the literature and provides a
secure environment for a federated learning system.
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