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ABSTRACT

Traditional video surveillance systems can be used to monitor vital places
such as airports, border areas, ports, government buildings, major roadways,
and important facilities. These systems use simple equipment and limited
technology for monitoring process. Hence, these systems depend mainly on
human effort to detect events (or objects) which may result in missing some
objects. Therefore, recently and with the rapid development in processing
units, single board computer, and a microcontroller in IT technology,
embedded video surveillance systems have emerged and are characterized
by being low cost, portable, and scalable. However, these recently systems
still suffer from some problems like false alarm, technical restrictions, and
resources constraints such as bandwidth, storage capacity, and
computational capability. In this research, these problems have been
addressed, where a new Smart Oil Pipelines Surveillance System (SOPS) has
been proposed, designed, and implemented. The proposed system is able to
detect and report vandalism, tampering, and theft activities in real time
before they take place via different notification method (SMS, Email or by
phone calls). The SOPS system has been enriched with a vast range of
sensors to increase its sensing capability against different types of attacks.
Moreover, the proposed system has been enhanced by adding a visual
verification technique to overcome the false alarms generated by sensors,
where a video camera is integrated with the system software to capture video
footage, verify, and track the suspected events to make sure that the event
has occurred. Finally, the system was implemented using SBC (Raspberry
Pi) as a working platform supported by OpenCV and Python as a
programming language. Four scenarios are taken into account to examine the
system in various expected conditions of an oil pipeline environment.
Besides, a set of metrics have been engaged to measure the system
performance. The results show that the average processing time specified to
complete all the required tasks for each frame (starting from video source to
broadcasting stage) does not exceed 63% of the total frame time. Moreover,
the proposed system achieved a reduction in the frame data size as a result
of using image processing algorithms, where it reaches to an average of 94%
of the full frame size. This reduction in data size leads to reduce the total
network delay, enhance the throughput, and increase the number of nodes
that can be accommodated in the network. Furthermore, the SOPS system
uses inexpensive, modern, and easy installation equipment, which
characterized it as expandable and cost-effective. Actually, with minimal



hardware changes, the proposed system can be used for different monitoring
purposes. Therefore, it is an efficient technology for different monitoring
purposes.
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