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Abstract

In recent years, the increasing focus on software quality has emerged as a
fundamental factor for guaranteeing reliable, efficient, and secure
technological solutions. In this context, code refactoring plays a vital role by
significantly reducing technical debt and enhancing code readability and

quality without altering its external behavior.

Refactoring is a process aimed at improving the existing code's design without
changing its external functionality. By implementing refactoring techniques,
code smells can be effectively addressed, reducing technical debt and
improving software quality. This helps maintain the software's development
and maintainability, ensuring its sustainability and adaptability to meet new

requirements efficiently and effectively.

This thesis presents the design and development of a tool to enhance software
security through the use of phases to clean the code programmed in Java, after
parsing it, then using refactoring techniques, the performance of the proposed
tool was evaluated by conducting many numbers of real experiments for the
software systems by considering some important metrics. The obtained results
revealed that the suggested security optimizer tool greatly enhanced security

in terms of decreasing the number of insecure classes in a software.

Also, three deep learning models (RNN, LSTM, and GRU) are suggested to
classify and detect bad code smells. Finally, a new dataset called (SQDS) was
created that combine between quality and security metrics. This dataset used
to detect God Class bad smell and if the code is secure or insecure by

checking the software security that deals with the surface of attack.



In conclusion, the proposed optimizer security tool has improved the security
of each insecure class, and has proven to be a viable solution for real-time
applications even with the growing volume of classes in a software. It was
applied on three different case studies in size and number of insecure classes.
This tool was also able to provide a technical report on the assess of the class's
security by providing general information about the class and calculating the
rate of encapsulation, cohesion and total security of the class. According to the
resulting values, there were recommendations given by the tool to further

improve security, including encapsulation and cohesion factors.

The three suggested deep learning were able to classify and predicate three
types of bad code smells, the result displays that LSTM model was the best
model to classify and predicate God Class and Long Method bad smells with
value of accuracy 0.96 and 0.91, while The GRU model is the best to classify
and predicate Feature Envy with value of accuracy equal 0.95.The proposed
SQDS dataset open a new region in software engineering research that

identifies specific vulnerabilities associated with different code smells.
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