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ABSTRACT

With the growing frequency of cyber-attacks and data breaches, the
significance of robust passwords cannot be exaggerated. The use of
password-generating software has been extensive in creating intricate
passwords that pose cracking challenges, but it has some limits. An
inherent issue with this kind of program is its tendency to produce
passwords that are arduous to recall, prompting customers to either jot
them down or use them again across several accounts. Text passwords have
been the primary user authentication method used by many Internet
services for a long time. By adhering to the suggested practice, users
encounter the daunting challenge of creating and maintaining several site-
specific and robust (i.e., not easily guessed) passwords.

An effective approach to tackling this issue is implementing a
password generator. This technique operates on the client side and
produces (and regenerates) robust, site-specific passwords as needed, with
little user input. This thesis utilizes the logistic chaotic method, a
significant pseudo-random source functioning as a pseudo-random number
generator (PRNG), to produce a resilient text password. A genetic method
is used to augment the feeble password that has been produced. Since our
system operates in real-time, our generator does not store any user
input/output in memory or keep any log. Our method ensures absolute
privacy protection without any possibility of privacy breaches.

Many practical implementations with various user input values are
applied to the proposed algorithm. All of the generated passwords are
tested using the most popular websites. The high-test results ratio gives the
generated password ‘““very strong.” Time of execution was also an
important thing to consider. The time increases in a linear relationship with
the password length. That gives the proposed algorithm power to be used in
many places where a very strong password is generated based on easy-to-
remember user input characters.
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