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Abstract

The crime of electronic blackmail is one of the new crimes that appeared
with the introduction of technology to all individuals in society, through their
misuse of smart electronic devices, and the phenomenon of electronic blackmail in
Iraq and the countries of the Arab and foreign world has increased in recent times
and has become a danger that applies to the body of society. Countries such as the
United Arab Emirates have made many efforts to pass legislation criminalizing
criminal behavior that is committed by means of electronic and information
networks and modern devices in which the crime scene is virtually in the form of
symbols, codes, and electrical and magnetic flashes, unlike traditional crimes
committed in a physical environment and a traditional crime scene, but there are
some countries. Like Iraq, no legislation has been issued to criminalize the crime
of electronic blackmail, despite the issuance of the Iraqi Information Crimes Bill
for the year 2011, but it has

In light of the lack of control over social networking sites and the absence of
explicit laws criminalizing the crime of electronic extortion in Iraq, it was
necessary to search for this type of crime, which determines the extent of criminal
responsibility for the blackmailer in the event of extortion through electronic
means, and any legal material that may be applied to him. In the event that he did
the criminal act, and accordingly, the subject of the study was discussed through
three sections. In the first section we spoke about the definition of both criminal
responsibility and electronic blackmail, and we devoted the second topic to the
substantive provisions for this crime, and we also showed the direction of the Iraqi
judiciary to adapt the texts contained in the Iraqi Penal Code No. 111 of 1919
concerning the crime of threatening the perpetrators of this crime, when the
conditions for its application are met. The study also addressed the problems
raised by the crime of electronic extortion from the procedural point of view in the
third section, which presents the most important evidence collection methods
related to the crime of electronic extortion, as well as a statement of the jurisdiction
in this type of crime, and the study ends with a set of results and suggestions,
including that the crime of extortion, which is committed On social media, and
like other crimes committed via the Internet, it has a unique nature resulting from
the means used to commit it, which is the global network of the Internet. About
their correct numbers and places of contact for the purpose of taking legal
measures against them

Key words: electronic blackmail, criminal liability, threat, crime, electronic
evidence.
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