University of Mosul

College of Computer Science
and Mathematics

Developing a Cloud-Based Banking
Application using Paillier Homomorphic
Encryption

Muna Mohammed Saeed Altaece

M.Sc. / Thesis

Computer Science

Supervised by
Assistant Prof. Dr. Mafaz Mohsin Khalil Alanezi

2020 A.D. 1442 A.H.



Abstract

The Cloud Computing refers to provide services of storing, managing, and
processing data and programs over the networks such as “Internet”. In recent years,
the trend has increased for the use of Cloud Computing, which provides broad
capabilities with sharing resources, and thus it is possible to store and process data
in the cloud remotely, but this (cloud) is untrusted because some parties can
connect to the network such as the internet and read or change data because it is
not protected. Therefore, protecting data security and privacy is one of the
challenges that must be addressed when using Cloud Computing. Encryption is
interested in the field of security and privacy of information that are sent by a
secure connection between individuals or institutions regardless of the method
used to prepare this connection. But using the traditional encryption methods to
encrypt the data before sending it will force the data provider to send his private
key to the server to decrypt the data to perform computations on it. In this work we
present a proposal to secure banking data transmission through the cloud by using
partially Homomorphic Encryption algorithm (paillier algorithm) that allows
performing mathematical operations on encrypted data without the need for
decryption. A proxy server will be also used for performing Re-encryption process
to enhance the security.

Banking application was implemented using the Python programming
language. An application is designed for the bank through which the banker sends
the database of customers to the cloud and is stored inside the storage server as
encrypted data using the Paillier algorithm by 128 bit key.

As for the second party, the application of the customer which communicates
with the cloud and through which the customer can know his balance or make

withdrawing process from his balance and what follows this process from
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mathematical operations that are executed on encrypted data without the need to
decrypt it.

The proxy server was used to improve security as it only connects to the
storage server and does not communicate with any other party. It is also performs
the process of re-encrypting data with the customer's public key so that only the
customer can decrypt the data because he is the only one who has the private key.

After implementation and analyzing the results, this model demonstrated its
ability to overcome the security problems experienced by banks that rely on Cloud
Computing, such as privacy and security problems. Thus, Cloud Computing

services were invested in shorter time.
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