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Abstract

The dependence of organizations, companies and individuals on storing
sensitive data and important information in the cloud computing
environment has increased as the moving towards electronic work increased.
However, that raises serious concerns about the security and confidentiality
of data, as the risk of information theft, manipulation and leakage remain
major challenges facing these entities.

The thesis presents solutions to the problem of user data authentication
and security that stored in a cloud computing environment. These solutions
are represented by Role Based Access Control RBAC technique. RBAC
technique are applied to an Electronic Bank-Role Based Access Control (EB-
RBAC) system. In order to achieve the authorization in EB-RBAC, roles
were assigned, permissions and responsibilities were precisely defined for
each role in the system according to work requirements and functional needs.
That will restrict the access to the system’s data and resources. Multi-level
single authentication factors are also imposed to verify the identity of the
system’s user before he enters EB-RBAC. The first factor is the user’s
password, while the second is One Time Password OTP code. Where
verification ensures that only authorized user have access to the system. To
enhance data security and ensure that it is protected even in the event of a
hack or leak of information, EB-RBAC user’s data was encrypted using
Rivest-Shamir-Adleman (RSA) algorithm and stored in the system database.
The user's password was also encrypted using Password-Based Key
Derivation Function 2 with Secure Hash Functions (PBKDF2-SHA256)
algorithm to ensure the confidentiality and protection of the password.

Several attacks are forced on EB-RBAC system, such as SQL injection,
Brute-Force, Man in the Middle, XSS Attacks. The system has ensured its
resistance against these attacks. Also, it was tested with several standards
measures to determine its efficiency. Through the achieved results, the
system works efficiently and performs well with an acceptable average
response time by measuring the speed of services provided by cloud
computing. EB-RBAC system has acceptable time to encrypt and decrypt its
sensitive data.
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