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Abstract

Substitution-Boxes (S-Boxes) are a key component of
most block ciphers, and the robustness of the S-Boxes for
preventing unauthorized access has a significant impact on the
security of digital data in general. As a result, building a robust S-
Box with a high nonlinearity score is seen as a substantial
difficulty. On the other hand, because some devices have limited
resources, lightweight security techniques are the best option for
ensuring the security of such systems. For these reasons, it is
important to have a cryptographically strong lightweight S-Box to
help in reducing the processing and power overhead caused by
block ciphers with traditional S-Box.

In this thesis, a new lightweight S-Box is designed to be
used for resource-constraint devices. The logistic chaotic map was
selected for initializing the S-Box population. With some
modification and addition to the state-of-art Jellyfish optimization
algorithm, it was possible to use it for optimizing the generated S-
Boxes, in order to find a suitable strong S-Box that can satisfy the
statistical design criteria.

The statistical analysis results of the proposed S-Box are
compared to some of the recently designed S-Boxes in the
literature, the comparison showed that the suggested S-Box has
mostly equal, to better statistical attributes, which mark the
suggested S-Box as a robust cryptographically and a good fit to be
used for lightweight block cipher algorithms. All the functions of
the three S-Boxes showed the maximum non-linearity of 4, and
SAC values of 0.5027, 0.4978, and 0.5031 respectively, which
have a very small margin to the perfect 0.5 desirable value.

The analysis results showed that the overall processing
that cause power consumption of the network was slightly higher
with the presence of the cipher using the proposed S-Box,
especially when the ppm is low. As the ppm gets higher slightly
more processing is needed which results in a very small margin
increase in energy consumption that can be tolerated.
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