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Abstract

Nowadays, more and more devices are connected to the network, such
as mobile phones and IoT devices, so it is necessary to protect these
devices from complex network attacks. This is done by building tools and
applications that detect attacks or anomalies. Many attack detection
systems suffer from high false positive rates, so this high rate must be
reduced. In addition, they suffer from misclassification of the type of attack
because they use patterns A signature-based attack classification that
detects common attack types but does not have the ability to detect
common attack types. In order to overcome these shortcomings, deep
learning algorithms are used by setting them as a model in this type of
application. In network intrusion detection systems, the normal connection
type in network traffic is monitored by identifying data packets. The benign
is pre-recorded and helps in discovering new types when analyzing traffic
deviations in the network. In this thesis, a model was built that detects
(classifies) attacks on the network using deep learning techniques as we
adopted the Convolutional Neural Network. and Long-Short-Term
Memory, based on two datasets of (KDD -CUP1999) and (CIC-2018) data,
which are commonly used data In the systems of detection of intrusion and
various attacks, which contain types of common and modern attacks, we
have adopted two types of binary classification: multiple classification with
showing The accuracy of the model was tested in training and loss, Where
we obtained a detection accuracy ratio using the Convolutional Neural
Network with (CIC-2018) data, a binary classification (0.998) with a loss
ratio (0.0046) and a multiple classification accuracy rate of (0.991) and the
loss ratio (0.024) .

and with the (KDD -CUP1999) data set the accuracy was (0.973) and
the loss ratio was (0.042).



We obtained a detection accuracy ratio using long-term memory with

(CIC-2018) binary classification data (0.986) with a loss ratio of (0.079) .
and with the (KDD -CUP1999) data set where the accuracy ratio was
(0.95) and the loss ratio was (0.043).



