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Abstract
The current technological era is witnessing a great revolution in the
development of documents-processing applications. They are used for a variety
of purposes such as producing and editing documents. Furthermore, the
availability of printers (e.g., laser and inkjet printers) makes it easy for individuals
to use them without restrictions. These printers and applications can be illegally

exploited in manipulating or imitating original documents by forgers.

This thesis suggests a novel unsupervised forgery detection framework that
is able to distinguish whether a document is forged or original based on
spectroscopy of documents ink. The spectrums of the tested documents inks
(original and questioned) are obtained using the Laser-Induced Breakdown

Spectroscopy (LIBS) technology.

A correlation matrix of the spectrums is calculated for both the original and
questioned documents together. Thereafter, the correlation matrix is transformed
into an adjacency matrix aiming at converting it into a weighted network under
the concept of graph theory. In the generated weighted network, the LIBS
spectrums represent the vertices (V) for the network, and the correlations among
the spectrums represent the weights (w) of the edges (E) among the corresponding
vertices. After generating a weighted network for the original and questioned
documents, a Louvain clustering algorithm is applied. Hence, the detection rate is
measured based on the number of the generated clusters in the network. The
proposed approach is tested under a variety of documents (e.g., official transcripts,
official letters) and different types of printers (e.g., inkjet, laser, and photocopiers)
as well as different kinds of papers. The findings show that the proposed approach
provides 95.6% of accuracy in distinguishing printed samples from different
printers using the Louvain clustering algorithms. Furthermore the proposed
approach provides knowing the ink type used in print the questioned document
and the printer’s model that was used to print it. The obtained results are also

benchmarked with other algorithms in the literature. Furthermore, the results of

il



the proposed approach can be visually interpreted, which is more comfortable for
investigators who are not professionals in computer systems. Finally, the
proposed approach is considered simple and does not need complex computations

compared to other approaches in the literature.
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