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Abstract

With increasing reliance on smart devices, cyber threats have
evolved, making malware an increasing threat to users' privacy and
security. This malware is characterized by irregular data transmission,
making it among the most common and growing cyber-attacks on the
Internet. Due to the complexity and diversity of these attacks, it has
become necessary to develop advanced defensive methods, as cyber
security and deep learning techniques, derived from theoretical
research, play an important role as an alternative to traditional
methods to confront these threats.

Deep learning techniques provide powerful tools for accurate
identification and classification of malware, which is crucial to
addressing contemporary security challenges. Although challenges
related to processing large and complex data remain, artificial
intelligence and deep learning methods have proven superior in the
accuracy and efficiency of malware detection compared to traditional
methods. This drives research in the field of cyber security towards
improving and developing these advanced technologies. In this thesis, a
new malware detection model is presented that uses a combination of
deep learning and machine learning algorithms, such as multi-layer
neural networks, recurrent neural networks, long-term memory, and
random forest algorithm. These algorithms were applied to a dataset
that includes performance metrics such as precision, recall, precision,
and F) to evaluate their effectiveness and rate

The results showed that combining multi-layer neural networks with
the random forest algorithm provides the best performance in
detecting malware, with an accuracy of %17, These results underscore
the enormous potential that deep learning offers to enhance cyber
security



