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Abstract

In a world where information has evolved, and its transmission is
facilitated within a network encompassing the entire globe, there must be a
suitable method to safeguard such information. Some data possesses
privacy or confidentiality, necessitating its concealment from those who
might manipulate or misuse it, causing harm to themselves and others. The
chosen topic for this thesis addresses the enhancement of the Rivest Cipher

(RC4) algorithm for data protection and encryption.

This thesis includes working on improving the Rivest Cipher 4
(RC4) algorithm by increasing its randomness and complexity through the
use of the chaotic logistic function in the key generation process with
different lengths (64 bits, 128 bits, 256 bits) to make the algorithm more
secure in the process of communication and information exchange. The
encryption quality of the improved method was evaluated using several
metrics such as Encryption Time, Decryption Time which was very little,
and Peak Signal-to-Noise Ratio (PSNR) which was equal to 7.5663dB. The
Mean Squared Error (MSE) was equal to 11387.9, the Normalized Cross-
Correlation Coefficient (NCC) was equal to 0.000676, and the Structural
Similarity Index Measure (SSIM) was equal to 0.010912, as well as
Histogram. The results showed that the improved encryption method based
on the chaotic logistic map succeeded in achieving a balance between

image and security.



