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Abstract

Abstract

Encryption is a method used to protect information from theft, forgery, or any illegal
event by unauthorized persons. Today, this science occupies a prominent place among
sciences, and it has many applications in different fields of life. A block cipher is one of
the types of modern cryptographic systems that encrypts a fixed size block of data. The
Blowfish algorithm is one of the most prominent block cipher algorithms, as it encrypts a
64-bit block, with a symmetric key of variable length (32-448 bits). Cloud computing is a
means of deploying computer services such as servers, storage, and databases over the
Internet in order to provide faster innovation, more flexible resources, and economics in
scale and cost. The services provided by the cloud are becoming more important and
gaining momentum in the academic and technical worlds. Although there are many ad-
vantages in using cloud technologies, it faces some major obstacles. Security is one of the
most important barriers that prevent its effective use. Encryption algorithms play a major
role in protection systems in the cloud. But operations within the cloud require high
speed in encryption and decryption operations, because cloud servers process a large
amount of data, in addition to that it requires a high level of security.

The thesis aims to propose a modified approach to the Blowfish algorithm, called the
Modified Blowfish Algorithm (MBA), to fit the limitations of working in the cloud in
terms of speed and security to provide cloud security. This is done by modifying the al-
gorithm’s function represented by S-Boxes, as well as modifying the structure of the al-
gorithm represented by the Feistel network. In this research, the original Blowfish algo-
rithm was implemented, and performance experiments were performed to obtain re-
sults such as encryption time, decryption time, and throughput. Hence, the modified al-
gorithm (MBA) was proposed to suit the work in the cloud environment. The (MBA) al-
gorithm was implemented, as well as performance experiments and security tests were
conducted in accordance with international standard security measures such as the Sta-
tistical Analysis Standards (NIST) and the avalanche effect to obtain the results that de-
fine the measures. Performance such as encryption time, decryption time, and through-
put.

The results showed the superiority of the modified algorithm (MBA) compared to the
original algorithm in terms of encryption time, decryption time and throughput. In addi-
tion, the results of the security measures showed that the modified algorithm has a high
security level, which serves the purpose of this research.



