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Abstract

In response to the growing cyber-attacks against governments and
commercial companies globally, Network Intrusion Detection Systems (NIDS)
have been rapidly developed in academia and industry. The recent development
focuses on leveraging a new network architecture, namely, the Software-Defined
Network (SDN), to implement NIDS with Deep Learning (DL) approaches to
enhance network monitoring and security. The SDN is an emerging architecture
that decouples the network control and forwarding planes. The network controller
is programmable, supporting straightforward network policy enforcement and
simplified network management. These SDN features facilitate innovative
applications, dictating a new networking paradigm capable of implementing NIDS.

An anomaly DL-based Network Intrusion Detection and Prevention System
(NIDPS) for SDN is designed and implemented in this thesis. This system is
characterized by lightness, scalability, and overcoming implementation limitations.
This thesis's research was conducted in three directions: The first direction is to
analyze the Canadian Institute of Cyber Security Intrusion Detection System
dataset (CICIDS2017) to train DL models. This dataset is new and was not
extensively analyzed. Therefore the research involves identifying dataset defects,
exploring dataset features, and studying the effect of scaling functions on the
classification result. Some shortcomings are found in the dataset, and solutions
were implemented to resolve these defects.

The second direction is to train four DL models using all dataset features for
multi-class classification. The models are Deep Dense Layer, 1-Dimensional
Convolutional Neural Networks (1-D CNN), 2-D CNN, Long Short Term
Memory-Recurrent Neural Networks (LSTM-RNN). The average 5 fold Cross-
Validation (CV) evaluation metrics for multi-class classification of the models
were ranged between (92.4-97.8)% for balanced accuracy, (96-97)% for precision,
(92.4-97.8)% for recall, (94-97)% for Fl-score, (0.7-1.0)% for losses and (0.15-
0.2)% for False Positive Rate (FPR). Besides, the Area Under the Curve (AUC)
metric of the PR-curve was calculated per class.

The third direction is designing and deploying the NIDPS in SDN. The
system resides outside the controller, so the system does not add processing loads



to the controller or overwhelms the controller-switch link with captured packets.
The system does not depend on the limited features of the OpenFlow protocol's
statistical message to obtain traffic flow features. Instead, the sampling Flow
(sFlow) protocol and the sFlowtool were used to create a remote packets capture
service (traffic collector) for network traffic analysis and intrusion detection. This
approach adds a lightweight load to the network bandwidth and scalable to several
switches compared to the Port Mirroring approach, which overloads network
bandwidth. It is the first attempt to use the sFlow in feature extraction from raw
network traffic. The CICFlowMeter (a packet capturing and traffic flow generator)
is incorporated into the traffic collector of the NIDPS to extract flow records from
live network traffic. The CICFlowMeter provides the same flow features that
trained the deployed DL model to predict flow classes. The designed system was
deployed in an emulated SDN and tested with real attacks.
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