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ABSTRACT

Digital content is often copied and edited, which affects trust in academic,
governmental, and healthcare records. Blockchain-based ledgers offer tamper-
evident registration; cryptographic hashing provides proof of bit-level integrity;
and intrusion-detection mechanisms secure the verification platform. However,
integrity verification, tamper analysis, and access security tend to be discussed
separately rather than as being part of a total solution. In this thesis, a complete
software system is designed, implemented, and evaluated using immutable
blockchain-based file hash and metadata registration using linked blocks with
proof-of-work, Merkle aggregation and chain validation; multi-hash, format-
agnostic tamper detection of heterogeneous file types via SHA-256, SHA-3, and
BLAKE?2; and intrusion-oriented access security through composite risk score
(0~100) obtained from failed login attempts, user-agent heuristics, and the
IP/geolocation context; and mandatory face-assisted verification and intruder
snapshot logging. The proposed system combines blockchain integrity validation,
tamper detection, and intrusion-oriented security with a consolidated operational
framework. The experimental evaluation consisted of 4,574 files and 200
simulated intrusion scenarios. Results showed 100% tamper-detection accuracy
across 4,574 files, a 98.5% intrusion-detection rate with a 2.3% false-positive rate
across 200 simulated scenarios, 100% blockchain chain validation and signature
verification across all 4,574 blocks, and acceptable runtime characteristics (~145
ms hashing and ~165 ms verification for a 1 MB file). The approach delivered by
this work provides a complete system-wide prototype and yields quantitative
indicators of data integrity, platform security, and system performance

appropriate for institution-oriented deployment
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HIGHLIGHTS

-Complete blockchain-based
system unifying integrity
verification, tamper
detection, and intrusion-
oriented access security in
one framework.

-Immutable file hash and
metadata registration via
linked blocks with proof-of-
work, Merkle aggregation,
and chain validation.

-Format-agnostic, multi-hash
tamper detection (SHA-256,
SHA-3, BLAKE2) across
heterogeneous file types.

-Intrusion-oriented access
security via composite risk
score (0-100), mandatory
face-assisted verification, and
intruder snapshot logging.

-Evaluated on 4,574 files and
200 simulated intrusion
scenarios: 100% tamper-
detection accuracy, 98.5%
intrusion-detection rate (2.3%)
false-positive rate).

-100% blockchain chain
validation across 4,574
blocks; real-time
performance (~145 ms
hashing, ~165 ms verification
for a 1 MB file).
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Digital content is often copied and edited, which affects trust in academic, governmental, and healthcare
records. Blockchain-based ledgers offer tamper-evident registration; cryptographic hashing provides
proof of bit-level integrity; and intrusion-detection mechanisms secure the verification platform.
However, integrity verification, tamper analysis, and access security tend to be discussed separately rather
than as being part of a total solution. In this thesis, a complete software system is designed, implemented,
and evaluated using immutable blockchain-based file hash and metadata registration using linked blocks
with proof-of-work, Merkle aggregation and chain validation; multi-hash, format-agnostic tamper
detection of heterogeneous file types via SHA-256, SHA-3, and BLAKE?2; and intrusion-oriented access
security through composite risk score (0-100) obtained from failed login attempts, user-agent heuristics,
and the IP/geolocation context; and mandatory face-assisted verification and intruder snapshot logging.
The proposed system combines blockchain integrity validation, tamper detection, and intrusion-oriented
security with a consolidated operational framework. The experimental evaluation consisted of 4,574 files
and 200 simulated intrusion scenarios. Results showed 100% tamper-detection accuracy across 4,574
files, a 98.5% intrusion-detection rate with a 2.3% false-positive rate across 200 simulated scenarios,
100% blockchain chain validation across all 4,574 blocks, and acceptable runtime characteristics (~145
ms hashing and ~165 ms verification for a 1 MB file). The approach delivered by this work provides a
complete system-wide prototype and yields quantitative indicators of data integrity, platform security, and
system performance appropriate for institution-oriented deployment.
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