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ABSTRACT

Fiber optic cables are considered the basic infrastructure in the
field of networks and communications due to their high ability to transfer

a large amount of data over long distances.

Restoring the damaged infrastructure of fiber optic cables in Iraq
as a result of the wars that connected its cities and their parts is a major
problem, as the cost of optical cables and their reliability, represented by
protecting the optical cable and the data transmitted over them, constitute

a major challenge.

This thesis presents the hybrid optical network, which 1is
considered a suitable solution because it combines high reliability through
its high data availability and acceptable cost. It also presents an optical
fiber cable cut detector and network performance system which helps to
monitor the network, directly detect optical cable cuts and protect the

optical cable path from sabotage.

The hybrid optical network was designed using the OPNET
simulator, and the Fiber Optic Cable Cut Detector system and network
performance system were designed using a Raspberry Pi4, an Arduino

microcontroller, GSM, and a set of sensors.

The design and simulation results of the hybrid topology showed
a clear improvement in reliability, availability, and cost. It also maintained
the main network characteristics of delay, load, traffic foreword, and
throughput, so that it outperformed the star topology by 100% and the ring
topology by 87% in protection. The percentage of superiority over the ring
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increases as the number of network nodes increases. In terms of cost, it is
350% less than the mesh network in a network consisting of 16 nodes, and
this percentage increases with the increase in the number of network nodes.
In terms of delay, in layer two, the delay of the hybrid network increases
by 4 ps over the star network and is less than the mesh by 7.7 us and less
than the ring by 51.5 ps. As for layer three, the delay improved
significantly, the delay of the hybrid topology decreased to 24.5 ps, which
1s 0.5 ps more than the star, 1 us less than the ring and 0.5 ps less than the
mesh, the difference between the different topologies was small, and the
load on some links was reduced and transferred to the new paths. The
results also showed the ease of adding, removing, or moving a node in the
network, as well as the ease of maintaining the network. Experimentation
with the proposed systems showed good results, as the time required to
repair the optical cable was reduced, and quickly recovered data lost as a

result of cutting and losses resulting from cutting.

This improvement in the network increases the reliability,
efficiency, and applicability of the network in the real world. As for the
systems, they are effective solutions to maintain the optical cable path and

quickly return data to normal.
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