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Abstract

It i1s known that the social values and interests that are the subject of
criminal protection expand and sometimes recede according to the development of
political, social and economic concepts and according to the standards of criminal
policy adopted by the legislator in this or that country. The task of the legislator in
some country may be easy in confronting some of the crimes committed with new
patterns of behavior in terms of their type and location.

However, this task appears to be more difficult when the same patterns of
behavior are committed on a global scale, criminalized by some legislation, while
other legislation may render them permissible or among the daily practices, as in
the industrial revolution that swept Europe in the eighteenth century which brought
about a coup and a change in legal systems in general. It required the criminal law
at that time to subject to the criminal protection to the rights of individuals,
companies, the public and private sector, workers, production and all other sectors
of life affected by that revolution. Such a matter occurred in the twentieth century,
with the launch of the electronic technology revolution that coincided with the
technological development taking place in all fields of life, which was amazingly
reflected on social media via the Internet and the establishment of a hypothetical
society through which various crimes were committed using these means, they
varied between crimes of terrorism, electronic crimes, threats and extortion, as well
as crimes of fueling ethnic, ethnic and sectarian conflicts, crimes affecting the
internal and external security of the state and other crimes, which put the legislator
in a tumultuous confrontation with this rapid development of the means of
committing these crimes, although the legislator does not care much and does not
consider the means of committing crimes although the legislator does not care
much about the means of committing crimes, not does he accept them originally,
unless the law stipulates that, However, the means of committing crimes on the
part of users of social media have imparted some difficulty to the treatment of such
patterns of behavior on the part of legislator. It is found that these crimes are soft,
since most of them are behavior- based leaving no trace on the scene, in addition to
being transboundary and can easily be agreed upon among criminals but hard to be
detected, for it is difficult to find evidence or proof which can easily be hidden or
torn, Moreover, such crimes may be forbidden in some state but permissible and a
natural conduct in another. Most importantly, the means of committing these
crimes are accessible for all, cheap and easy to be committed by all people in any
time and place. In light of this complex scene, it was necessary for us to examine
the user's criminal liability, as we determined the quiddity and nature of social
media, and the user of these means, and we also extracted the legal frameworks
that enable the legislator to confront these crimes and recommend the quick
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issuance of a draft law (electronic crimes) because of the astonishing spread of
these crimes and their relevance to the social and familial aspect, which requires a
legislative confrontation to reduce these crimes on the one hand, and to activate the
role of the media, educational and security sectors on the one hand, as measures to
confront the perpetrators of these crimes who enjoy, thanks to these technologies,
non-traditional criminal methods and means, and the possibility of disappearance
and the loss of evidence, in addition to committing the crime in more than one
place or country. This requires non-traditional investigating measures as well as
competent investigation authorities which have technical and technological
capabilities in line with this electronic challenge enjoyed by criminals.
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